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(57) ABSTRACT 

A computer host is configured to perform a method for 
defining user attributes with associated verification values 
for Social networking accounts. The attributes concern the 
user's personal characteristics or attributes. The host pub 
lishes the attribute information to other clients together with 
interactive objects for soliciting corroboration of the attri 
bute information. The host receives feedback information 
from other account holders, such as Survey response data, 
concerning the veracity of the attribute information. The 
host processes the evaluation information and the feedback 
information to provide a veracity score of each attribute 
reported for each account holder, or for collections of 
attributes, by weighing the evaluation information and feed 
back information by a computed reliability factor for each 
Source from which processed information is obtained. 
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John Smith 
Werificatio Score Overa 3.3% 

John has Provided One (1) identity Document, and has Received 
Verification Rating from Five (5) Independent User Sources. Our 
Host Estimate of Reliability for John's User information is as Follows: 

Scores (% Certainty) 

Nare: Oil Siti 85% 

Age: 15 85% 

Sex: Wale 85% 
x -302 Weight: 145 lbs 59% 

Height: 5' 6" 7% 

air CC: Eice 85 

EC. 

WARNING: Host does not Warranty Accuracy of any information 
for join Siri. 

Would You like to Provide Feedback? YES NO 
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Receive Persona Attribute Data 

Request for Feedback on Veracity Ranking 
on One or wore of the Persona Attribute Data 

Assign a Confidence Score to Each item of 
Attribute Data having a Veracity Ranking 
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Serve the Confidence Score of the Personal Attribute Data 

  



U.S. Patent Nov. 22, 2016 Sheet S of 5 US 9,503,545 B2 
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or a Ciet Address 
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Age via an interactive Voice and/or Video Session 
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EVALUATION OF REMOTE USER 
ATTRIBUTES IN A SOCIAL NETWORKING 

ENVIRONMENT 

CROSS-REFERENCE TO RELATED 
APPLICATION 

This application is a continuation of Ser. No. 12/426,138, 
now U.S. Pat. No. 8,490,004, which claims priority pursuant 
to 35 U.S.C. S 119(e) to U.S. provisional application Ser. No. 
61/045,728, filed Apr. 17, 2008, which applications are 
specifically incorporated herein, in their entirety, by refer 
CCC. 

BACKGROUND 

1. Field 
This application relates to evaluation of remote user 

attributes in a social networking environment. 
2. Description of Related Art 
Socializing on the Internet is a common activity in today's 

wired society. Many people including both children and 
adults participate in Some form of online social networking. 
Social networking may take the form of massively multi 
player online game, social websites such as LinkedIn R, 
Facebook.(R), and MySpace(R), or any public site where there 
are interactions among users. Such sites may include sites 
relating to dating, blogging, and Video sharing. 

Regardless of the form of social networking, most sites or 
systems allow users to sign up as members. The identities of 
the members are often verified using credit cards or other 
methods involving third-party authenticators using personal 
confidential information provided by respective users. With 
or without some form of third-party verification, a user's 
personal characteristics may not be verified, therefore 
enabling some users to falsely portray their own personal 
characteristics, for example, age, gender, geographic loca 
tion, occupation, education, or group membership. Addition 
ally, most social networking sites that cater to children lack 
any form of requirement for identification. Thus, an adult 
may falsely portray himself as a minor on Such websites. 
This example exemplifies the inherent danger of online 
networking, especially for children. In other circumstances, 
false portrayals may be more annoying than dangerous, but 
nonetheless tend to undermine and devalue the worth of 
online Social networks. This is especially true of dating or 
other networks in which online activity may serve as a 
prelude to an in-person relationship. At the same, use of 
third-party authentication with personal confidential infor 
mation, besides not enabling verification of all personal 
attributes, may not be economically practicable, because 
many users are justifiably reluctant to Submit personal 
confidential information to administrators of social network 
ing sites. 
AS Social networking web sites, virtual worlds, dating 

web sites, and other network based applications increasingly 
serve as a proxy for face to face human interaction, the 
importance of evaluating the accuracy of personal attributes 
ascribed to remote users has dramatically increased. As 
unthinkable as it is for a parent to imagine that a 50 year old 
man might be posing as a 14 year old girl in order to interact 
with children, such is the reality of social networking. At the 
same time, there is a demand for Social networking sites that 
allow members to join without providing verified or verifi 
able personal information, because members desire to mini 
mize risks of identity theft that may result from freely 
providing too much personal information, or because veri 
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2 
fication costs raise unacceptable barriers to entry. Existing 
technology fails to provide verification or a risk profile that 
to enable persons accessing a Social network to determine 
the likelihood that people they are interacting with actually 
have claimed personal attributes, such as, for example, the 
claimed age, hair color, eye color, height, weight, gender, 
profession and geographical location. 

SUMMARY 

According to various embodiments of the invention, 
systems and methods for verifying user personal character 
istics are provided. The method includes: receiving from a 
first user on a Social network personal information about the 
first user; requesting Veracity feedback of one or more items 
of personal information of the first user from a plurality of 
users on the Social network; assigning a confidence score 
(also called a Veracity Score) to each item of personal 
information based on respective veracity feedback provided 
by one or more of the plurality of users; and publishing, on 
the social network, the confidence score of the first user's 
personal information to one or more users of the Social 
network. The method may be performed by a computer in 
communication with a plurality of clients and running 
application Software to perform the recited actions. 
The method may further include one or more of the 

following: determining an physical-IP location of the first 
user based on the first user's IP address; comparing the 
physical-IP location with a location information provided by 
the first user, and determining a confidence score for the 
location information of the first user based on the compari 
son. The confidence score can be based on multiples com 
parisons of a plurality physical-IP location determined at 
different times. In this way, the user's main location can be 
determined and used as a comparison to what is being 
purported as the user's actual location. 

In one embodiment, the method may include the proce 
dure of assigning the confidence score using Veracity feed 
back from different users. Thus, a confidence score of a 
single piece of information may depend on various users 
inputs. If a Substantial number of users provide the same 
answer or ranking to particular personal information, then 
the confidence score for Such personal information may be 
increased. In another embodiment, the method may include: 
verifying a first item of personal information such as sex and 
age of the first user via an interactive voice chat or video 
session; and assigning a confidence score for the personal 
information of the first user based on the interactive session. 
For example, the method may verify age information of the 
first user via an interactive video session. Subsequently, the 
method may adjust the confidence score of the age infor 
mation of the first user based on Veracity feedback from an 
evaluating user after the interactive video session. Addition 
ally, a reliability score, based feedback after the interactive 
video session, for each of the plurality of users that provided 
Veracity feedback on the personal information can also be 
assigned. For example, if user A Verified that the users age 
is over 21 and a video session confirms an older gentlemen, 
then the reliability score of user A may be increased in 
response to user A providing reliable information consis 
tent with the video session. Conversely, if the video session 
shows a young child, then the reliability score of user A 
may be decreased in response to the inconsistent informa 
tion. In yet another embodiment, the method may include 
adjusting the confidence score of the personal information 
based on a pre-established reliability score of a user that 
provided the ranking for the personal information. 
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According to yet another embodiment of the present 
invention, a computer readable medium having stored 
thereon computer executable instructions that, if executed 
by a computer, cause the computer to perform: receiving 
from a first user on a social network items of personal 
information about the first user; requesting a plurality of 
users on the Social network to provide to a server Veracity 
feedback concerning one or more of the items of personal 
information of the first user; assigning a confidence score to 
each personal information having respective Veracity feed 
back provided by one or more of the plurality of users; and 
publishing, on the Social network, the confidence score of 
the first users items of personal information to one or more 
users of the social network. 

In some embodiments, a computer server or host for a 
Social networking site may be configured to perform a 
method for defining user attributes with associated verifica 
tion values for Social networking accounts. The host com 
puter may receive user attribute information from clients, 
wherein each user attribute is provided by an identified 
account holder. The attributes may concern the user's per 
Sonal characteristics or attributes, for example, age, gender, 
geographical location, profession, educational level or group 
membership. The host computer may store the attributes as 
associated with the respective account holders providing the 
attribute information. The host may publish the attribute 
information to other clients together with interactive objects 
for soliciting corroboration of the attribute information. 

In addition, or in the alternative, requests for corrobora 
tion from the account holder providing the information to be 
corroborated may be forwarded by the host to host agents for 
performing expert corroboration services such as ID docu 
ment checking and remote interviewing. The host may 
receive evaluation information from the agents responsive to 
the forwarded requests and store the evaluation information 
in a database. 

In addition, the host may receive feedback information 
from other account holders, such as Survey response data, 
concerning the Veracity of the attribute information. The 
feedback information may be weighted by a pre-determined 
reliability factor for each account holder that provides 
feedback. The host may store the feedback information with 
the evaluation information. 

The host may process the evaluation information, the 
feedback information, or both to provide averacity score of 
each attribute reported for each account holder, or for 
collections of Such attributes, by weighing the evaluation 
information and feedback information by the predetermined 
reliability factor for each source from which processed 
information is obtained. The Veracity Score may express to 
an estimated level of truth for the reported attributes, which 
may range anywhere within the range of 0% to 100%. The 
host computer may report the Veracity score to requesting 
clients so as to provide a score for each reported attribute. 
The host may report different veracity scores for different 
attributes. For example, the host may report an 80% veracity 
score for an attribute describing a user's gender, while 
reporting a 20% veracity score of an attribute describing in 
users age. Such differences may generally arise through 
differences in feedback from other account holders, differ 
ences in amount of feedback received for different informa 
tion items, and by differences in reliability factors for users 
providing the feedback. 

In some embodiments, agents providing evaluation infor 
mation are not employed by the host to develop a Veracity 
score, and feedback information from other account holder 
is relied on exclusively for this purpose. In such embodi 
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4 
ments, it may seem more difficult to obtain Veracity Scores 
that are high enough to be useful. Chronically or consistently 
low veracity scores for all items in a database are of little use 
because they merely inform users that information on a site 
is generally not very reliable. What is desired is to assist 
users in discriminating between more reliable and less 
reliable information, to reward users that provide accurate 
information about themselves and others, and to thereby 
gradually buildup more reliable information about members 
of a site. Surprisingly, a system that does not use trusted 
evaluation agents or personal confidential information may 
be able to achieve useful veracity scores merely by request 
ing and processing feedback from other users of the system. 
That this is so may be understood in view of the accompa 
nying detailed description. 
A more complete understanding of the method and system 

for distant evaluation of personal attributes in a Social 
networking environment will be realized by one of ordinary 
skill in the art, as well as a realization of additional advan 
tages and objects thereof, by considering the following 
detailed description. Reference will be made to the appended 
sheets of drawings, which will first be described briefly. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention, in accordance with one or more 
various embodiments, is described in detail with reference to 
the following figures. The drawings are provided for pur 
poses of illustration only and merely depict typical or 
example embodiments of the invention. These drawings are 
provided to facilitate the reader's understanding of the 
invention and shall not be considered limiting of the breadth, 
Scope, or applicability of the invention. 

FIG. 1 is a schematic diagram showing an example 
environment for implementing confidence evaluation of 
personal attributes in an online social networking system. 

FIG. 2 is a simplified screenshot showing an example of 
an interactive Survey for collecting Veracity feedback data 
from users evaluating personal attributes of other users. 

FIG. 3 is a simplified screenshot showing an example of 
a confidence or Veracity score concerning a user's personal 
attributes, based on Veracity feedback data from other users. 

FIGS. 4-6 are flow charts showing examples of processes 
for verifying a user's personal attributes on a social network 
using veracity feedback from other members of the social 
network. 

DETAILED DESCRIPTION OF VARIOUS 
EMBODIMENTS 

The methods disclosed herein may be performed by a 
computer specially configured through Suitable program 
ming and auxiliary components to perform the functions 
described herein. Environment 100, as diagrammed in FIG. 
1, may comprise a client 105 and clients 110a-b in commu 
nication with each other via a social network application 
operating on a host computer 120. A Social network appli 
cation may perform any form of Social networking in an 
online computer environment, including but not limited to a 
massively multiplayer online game, a dating site, a friend 
ship or shared interests site that publishes personal attribute 
information about its members, or other networking site 
facilitating interactions between its members for the purpose 
of social networking. To determine whether or not informa 
tion received from client 105 and purporting to describe a 
user is misrepresenting any personal attributes or informa 
tion of the user, or whether or not the user is accurately 
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portraying personal characteristics on the network, the meth 
ods described herein may be implemented on the host 120. 
In environment 100, clients 110a-b may be in use by 
individual users on the same social network that either know 
the user personally, or have interacted with the user via the 
networking site. 

Environment 100 may also include a network 115, a host 
computer 120, and a hardware/software module 130 opera 
tively associated with the host computer. Host computer 120 
for a social network may be configured to use a combination 
of direct evaluation and group evaluation to determine a risk 
profile of any single user in response to Veracity feedback 
from one or more other users of the Social networking 
application. The risk profile may be provided by the host 
computer to remote clients to enable end users to determine 
a relative likelihood that other users have truthfully por 
trayed themselves online. Host computer 120 may commu 
nicate with a plurality of remote clients 110 via network 115, 
Such as the Internet. Host computer 120 may generate and 
maintain user accounts as known for host sites of numerous 
types, and facilitate communication between registered and/ 
or unregistered users by hosting user-configurable pages or 
other data that is made available to other users, using instant 
messaging, chat applications, and other tools commonly 
employed on Social networking and other computer sites. An 
individual user may communicate with the host using one 
more different clients. 

Each user account registered with host computer 120 may 
be associate with personal attribute information provided by 
each respective user. Personal attribute information may be 
divided into data items or data fields, each purporting to 
describe a different characteristic of the user. Using the 
methods described herein according to programmed instruc 
tions, the host computer may determine a Veracity score for 
each item of personal attribute information. The Veracity 
scores may be maintained and updated in a memory or data 
storage component 108 in communication with host com 
puter 120. Host computer 120 may compute the Veracity 
scores in various Suitable ways. In one embodiment, the 
Veracity Score may be computed on a single scale (e.g., Zero 
to 100) relating to all of the data available for each user 
account. Alternatively, more than one point Scale is utilized, 
with each point scale representing one or more related traits. 
For example, hair color, eye color, height and weight might 
be an “appearance' scale, while age would be its own “age' 
scale. 

For further example, verification scales may be defined 
using a 100 point Scale that reflects the percentage certainty 
of the validity of the information. For example, a score of 50 
may indicate an estimated 50% confidence in a data attri 
bute. As described in more detail below, algorithms used for 
assigning Veracity scores may require periodic validation 
and calibration. Host computer 120 running the scoring 
algorithms may accumulate data regarding personal attri 
butes from various different sources, and assign scores based 
on identity of the source. Data from sources known to be 
reliable, or having a good history of reliability, may be 
assigned a Veracity score consistent with an estimated level 
of confidence in the Source and the source's own stated 
degree of confidence. 

For example, a registered administrator, "data checker.” 
or other impartial users in communication with the host site 
via clients 110 may independently verify account attribute 
data. When host 120 receives an indication that data has 
been verified by a known agent, host 120 may assign a high 
reliability score to such data. However, verification by 
agents under contract to the host site is generally not 
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6 
preferred, because of associated costs, inconvenience to 
users, and resistance from users reluctant to participate in a 
formal verification process for various reasons. It may be 
preferable to draw on an established user base and existing 
published data as alternative verification sources. In particu 
lar, Verification by other users may be an important source 
of verification score adjustment. Published network data 
may comprise another verification source. 

Host computer 120 may include a software/hardware 
module 130 to execute one or more functions of host 
computer 120 described above. Module 130 may include a 
data collection module 135, a scoring module 140, an 
interactive voice/video module 145, a quality assurance 
module 150, a storage module 155, and a processing module 
160. Data collection module may be configured to gather 
personal attribute data from the user and to gather Veracity 
feedback data from clients 110 operated by other users. 
Scoring module 140 may be configured to compare personal 
attribute data provided by a user operating a client 105 with 
Veracity feedback on personal attributes of the user provided 
by one or more independent users operating unrelated client 
110. 

Interactive voice and/or video module 145 may be con 
figured to perform or provide interactive voice and/or video 
session between any user providing personal information 
purported to describe herself and an independent evaluator, 
to verify certain personal attributes of that user. Attributes 
that may be verified using an interactive session may 
include, for example, estimation of age and gender. Inter 
active module 145 may be automated using automatic voice 
and facial features recognition Software; in other words, the 
independent evaluator may comprise a machine. In the 
alternative, or in addition, the independent evaluator may 
comprise a human operator, such as another user. Data 
gathered by interactive module 145 may be stored in a 
memory or in storage module 155. 
QA module 150 may be configured to use data gathered 

by interactive module 145 to assign reliability scores to one 
or more users that have provided Veracity feedback on one 
or more personal attributes of another user. The reliability 
score may depend on whether the user providing feedback 
has been accurate in providing the Veracity feedback on 
various personal attributes of the evaluated user, as deter 
mined by agreement with feedback from other users. For 
example, if feedback from one user often conflicts with 
feedback from numerous unrelated users, then the reliability 
score for the user with inconsistent feedback may be rela 
tively low. Conversely, QA module 150 may assign a higher 
reliability scores to users that are consistently in agreement 
with feedback from unrelated users or from other trusted 
SOUCS. 

Each of modules 135-160 may contain necessary instruc 
tion for processing module 160 to assist each of modules 
135-160 to execute its respective functions described above. 
Additionally, all functionalities of module 130 (which 
include modules 135-160) may be executed by host com 
puter 120. Alternatively, software/hardware module 130 
may be separated or integrated with host computer 120. 

Referring now to FIG. 2, an example of verifying data 
according to one embodiment of the present invention is 
illustrated. A user profile 200 may be given in the context of 
a Social networking site similar to myspace.com, but it is not 
limited to social networking. For simplicity of example, the 
user may input only 3 data points: age, gender, and location 
of residence. For example, a user John Smith signs up and 
claims to be a 15 year old male from Los Angeles. Utilizing 
a geo-IP database (such as that commercially available from 
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MaxMind), host computer may automatically check John 
Smith's IP address each time he logs in. If that IP address 
frequently matches those in the Los Angeles area, the host 
may increase the Veracity score for the stated residence. If 
the “John Smith' account is frequently accessed from a 
point outside of the Los Angeles area, the host may decrease 
the location verification rating. 

For further example, host computer 120 may solicit and 
accept input from other users regarding reliability of Smith's 
claimed attributes. For example, host computer may serve a 
Veracity feedback page 200 for John Smith to any user that 
requests it, as shown in FIG. 2. The Veracity feedback page 
200 may include one or more interactive graphical objects 
202 for receiving feedback from a user viewing the page, 
Such as checkboxes or the like. In the alternative, a pop-up 
window may appear with the profile page, asking the viewer 
to provide feedback regarding the profile data, with the 
options “I can't verify anything” or “I can verify some 
thing.” If the user selects “I can't verify anything the host 
may record the input cumulative to a count of users for 
whom “John Smith’ is not known. Conversely, if the user 
selects “I can verify something,” the host may serve another 
window similar to window 200 soliciting the user's survey 
responses for reliability of the listed attribute data. If the user 
provides the data, the host may store the feedback in a data 
base of user reliability feedback data and use the stored data 
in generating reliability ratings for one or more attributes. 
An accounts ratio of “stranger responses to “known 
responses, or total number of "known responses, may also 
be a factored into reliability ratings. To provide incentives to 
other users to respond to host feedback surveys, the host 
may increase a veracity indicator assigned to user accounts, 
in positive response to useful feedback received from the 
user. This may encourage users to provide accurate infor 
mation not only about themselves, but also feedback con 
cerning other users, thereby boosting their own Veracity 
SCOS. 

While such verification has the potential for individual or 
collusive fraud, such potential may be controlled using 
various methods. For example, host 120 may weigh the 
rating value of Verification data received from non-agent 
Sources in accordance with a Veracity source score assigned 
to the verifying party. Therefore, verification data received 
from users that are not themselves verified, or that have low 
Veracity source scores, may receive relatively less weight in 
computing a Veracity score for other users than verification 
data from sources with high Veracity scores. Host 120 may 
also refuse to accept multiple ratings for the same user 
account received from the same physical client, to discour 
age users from creating additional accounts and using those 
additional accounts to verify other accounts. Still further, 
host 120 may analyze patterns of how verification data is 
received from multiple sources to detect any patterns that 
indicate collusion or fraud. For example, if host 120 detects 
that a particular user account is verified by other accounts 
who have not verified each other and use distinct clients, this 
might indicate that the verification data has been received 
from unrelated parties that do not frequently interact. Such 
data might be weighted more highly as being less likely to 
be a product of collusion. 

Host 120 may optionally provide “John Smith an option 
to immediately raise his Veracity source score, by providing 
documentary proof of gender and age to the system admin 
istrator. For example, using a link on a verification page 
served by host 120, the user may be prompted to email a 
scanned copy of his identification documents or sign up for 
an interview via web cam. When host 120 receives identi 
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8 
fication documents for an account, host 120 may automati 
cally route the document to an agent specifically contracted 
to examine and report an estimate of document reliability. In 
response to receiving the identification document, the agent 
may provide an authenticity score to host 120, for example, 
a grayscale image of a colored ID document may be 
assigned a lower score than a color image, and so forth. The 
agent may also compare an age or other attribute stated on 
the document and report the value of the attribute to the host. 
The information provided by the agent may be stored in the 
scoring database and used together with user-supplied data 
or data available from other network Sources to compute a 
Veracity Score. 

Likewise, host 120 may receive a request to submit a 
webcam interview from a client 104 using an attached video 
camera and microphone 112. Host 120 may route the request 
to agent 110 or another agent specializing in conducting 
verification interviews. That agent may send an electronic 
message initiating a webcam interview to the client. If the 
user operating client 105 responds to the request, agent 
Submits a series of questions that the user is required to 
respond to via the webcam 112. The agent evaluates the 
Veracity of the responses and Submits evaluation data after 
the interview is completed to host 120. The host includes the 
interview evaluation data in the verification data for the user. 
A web page or other data object for presenting Veracity 

scores for each user account may be generated at host 120 
and populated with current Veracity scores in response to 
user requests. For example, a client requesting verification 
data for the “John Smith' account may receive a verification 
data page 300 served from the host, as shown in FIG. 3. The 
veracity scores 302 may represent the host computer's most 
current verification estimate based on available data. These 
scores may be presented as a risk profile for individual data 
items. Attributes are not, unlike user identities, authenticated 
or denied as binary values. Rather, each attribute may be 
listed with a probabilistic estimate of certainty for the stated 
attribute. A relatively uncertain (low) certainty value does 
not imply that a stated attribute is false; rather, it means that 
few or no sources of high reliability have corroborated that 
the attribute is true or that some sources have stated it is 
false. Likewise, a relatively certain (high) value does not 
imply that a stated attribute is true. Instead, a high certainty 
score means that one or more sources of high reliability have 
corroborated that the attribute is true and that nothing 
reliable contradicts that conclusion. 

Host 120 may further be configured to filter access to user 
databased on Verification data. For example, the host may 
provide a user with an option to prevent any other user from 
contacting her or accessing her posted pages without first 
obtaining her permission, unless the requester's account has 
a veracity score of 70% or better, either as an average for all 
data items or as reliability measure for the user as an 
information source, as a whole, including when evaluating 
other users. Conversely, host 120 may provide the user with 
an option to avoid accessing any posted pages or commu 
nicating with unknown users having a verification value 
below a designated value. For example, a search page for 
accessing other user pages may include, among other values, 
a verification value setting. In response to the user setting a 
defined verification threshold, host 120 may screen out 
search results from user that fall below the designated 
threshold. 

In Summary, host 120 may be configured to perform a 
method for defining user attributes with associated verifica 
tion values for Social networking accounts. Host 120 may 
receive user attribute information from clients, wherein each 
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user attribute is provided by an identified account holder. 
The attributes concern the user's personal characteristics or 
attributes. Host 120 stores the attributes as associated with 
the respective account holders providing the attribute infor 
mation. Host 120 may serve the attribute information to 
other clients together with interactive objects for soliciting 
corroboration of the attribute information. Requests for 
corroboration from the account holder providing the infor 
mation to be corroborated may be forwarded by host 120 to 
host agents for performing expert corroboration services 
Such as ID document checking and remote interviewing. 
Host 120 may receive evaluation information from the 
agents responsive to the forwarded requests and store the 
evaluation information in a database or storage module 155. 

In addition, or in the alternative, host 120 may receive 
feedback information from other account holders, such as 
Survey response data, concerning the Veracity of the attribute 
information. Host 120 may store the feedback information 
with the evaluation information. Host 120 may process the 
evaluation information and the feedback information to 
provide a veracity score of each attribute reported for each 
account holder, or for collections of attributes, by weighing 
the evaluation information and feedback information by a 
computed reliability factor for each source from which 
processed information is obtained. The Veracity score cor 
relates to an estimated level of certainty for the reported 
attributes. Host 120 may report the Veracity score to request 
ing clients so as to provide a score for each reported 
attribute. 

FIG. 4 is a flowchart illustrating a method 400 for 
verifying a user's personal information according to an 
exemplary embodiment of the present invention. Method 
400 may begin at 410 by receiving personal attribute data at 
a host from a client via a network, pertaining to an identified 
user account signed in with the host via the client. At 415, 
the host may serve requests to other client via the Social 
networking application, inviting or requesting Veracity feed 
back on one or more items of the attribute data from other 
users. This may be done during times when other users 
interact with the first user originating the attribute data, by 
serving a pop up box similar to the text box shown in FIG. 
2. Additionally, when other users interact with the first user, 
a pop up box similar to the text box shown in FIG.3 may 
be shown. 

At 420, a confidence (Veracity) score may be assigned to 
each of the personal data that has Veracity feedback asso 
ciated with it. The veracity feedback may be provided by 
other users of the social network or by an independent 
information vendor. In one embodiment, the confidence 
score is obtained by aggregating the all of the available 
Veracity feedback for particular personal information. In one 
embodiment, confidence scores of user's 105 personal data 
may be based on Veracity feedback collected from different 
users. At 425, the confidence score of the personal data of 
the user may be served to clients interacting via the Social 
networking application for output at the clients. 

FIG. 5 is a flowchart illustrating a method 500 for 
verifying a user's personal data according to one embodi 
ment of the present invention. Method 500 may begin at 510 
where a location information of the user operating client 105 
is received. The location information may be part of the 
personal attribute data received at 410. At 515, a physical-IP 
location of the user operating client 105 may be determined 
using the IP address of client 105. At 520, a comparison may 
be made between the determined physical-IP location and 
the location information provided by a user signed into the 
host via client 105. At 525, a confidence score is assigned on 
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10 
the location information of the user operating client 105 
based on the comparison done in 520. If the provided 
location information matches the physical-IP location, then 
the confidence score may be set at a high level. Conversely, 
if the provided location information does not match with the 
physical-IP location, then the confidence score may be set at 
a low level. 

Referring now to FIG. 6, a method 600 for verifying a 
user's personal data according to one embodiment of the 
present invention is shown. The confidence score may be 
Summarized in several ways such as taking the mean or the 
average of all the feedback. At 615, items of attribute 
information Such as gender and age may be further verified 
using an interactive voice and/or video session. The inter 
active session may be fully automated or may be operated by 
an operator. Using the Voice or video session, a person's sex 
and age may be verified. Once verified to be incorrect or 
correct, the Veracity feedback data may be stored in Storage 
module 155. At 620, the confidence score for the gender, 
age, or other personal attribute data may be determined and 
adjusted according to the results of the interactive session. 
For example, the user operating client 105 may portray 
himself as an 11 year old, but an interactive voice and/or 
Video session confirms that the user is an adult, then the 
confidence score for the sex and age of the user may be set 
to very low or Zero. 
At 625, a reliability score may be assigned for each user 

that provided a feedback on user's 105 personal attributes. 
If the information-providing user is Substantially correct 
with her feedback on user's 105 personal attributes, then her 
reliability score is increased. If however, the information 
providing user is incorrect, then her reliability score may be 
decreased. “Correctness’ cannot generally be determined as 
an absolute, because if the truth or falsity of an information 
item is absolutely known, there is no need for further 
Veracity feedback concerning the item. Instead, “correct 
ness' here refers to a degree of consistency with Veracity 
feedback from other users or other sources. In one embodi 
ment, the host may increase a Veracity score of a user's 
personal attribute information in proportion to a reliability 
score for the user as a feedback Source. In other words, users 
that provide consistent “correct feedback concerning other 
users may be rewarding by receiving higher Veracity Scores 
for their own personal attribute data. 
A host computer may be configured for evaluating Verac 

ity of personal attributes for remote users, in accordance 
with the description above. The computer may comprise a 
means for receiving from a first user on a Social network 
personal attribute data about the first user. The means may 
comprise a processor operatively associated with instruc 
tions for communicating with a remote client to receive 
attribute information, such as may be stored in a memory. 
Similarly, a means for obtaining Veracity feedback concern 
ing items of attribute information of the first user from other 
users may comprise the processor operatively associated 
with the memory holding program instructions for perform 
ing the recited function. The apparatus may also include a 
means for assigning a confidence score to each item of the 
personal data having Veracity feedback provided by one or 
more of the plurality of users, similarly constructed. Addi 
tionally, the apparatus may include a means for publishing, 
on the social network, the confidence score of the first user's 
personal data to one or more users of the Social network. In 
this way, other users will be able to see whether the 
information provided by the first user can be trusted or not. 
The computer may include a processor module having at 

least one processor. The processor and associated memory 
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may be coupled via a bus or similar communication cou 
pling. The memory may comprise a computer readable 
medium or memory device adapted to store computer read 
able instructions and data for implementing the processes 
and functions of the aforementioned means. The processor 
and memory may provide essential hardware components of 
means, each of which may also comprise distinct Software or 
firmware components for causing the processor to perform 
the described functions. For example, a software module 
held in the memory may include distinct instructions for 
implementing the functions of the aforementioned means. 

While various embodiments have been described above, 
it should be understood that they have been presented by 
way of example only, and not of limitation. Likewise, the 
various diagrams may depict an example architectural or 
other configuration for the invention, which is done to aid in 
understanding the features and functionality that can be 
included in the invention. The invention is not restricted to 
the illustrated example architectures or configurations, but 
the desired features can be implemented using a variety of 
alternative architectures and configurations. Additionally, 
with regard to flow diagrams, operational descriptions and 
method claims, the order in which the operations are pre 
sented herein shall not mandate that various embodiments be 
implemented to perform the recited functionality in the same 
order unless the context dictates otherwise. The breadth and 
scope of the present invention should not be limited by any 
of the above-described exemplary embodiments. 

The invention claimed is: 
1. A method comprising: 
receiving an identity document comprising individual 

items of personal attribute information about a user of 
a communication service; 

serving, by at least one computer, the personal attribute 
information about the user; 

collecting, by the at least one computer, Veracity feedback 
through the communication service comprising other 
users’ opinions concerning Veracity of the personal 
attribute information; 

analyzing patterns in the Veracity feedback to detect 
patterns that indicate the likelihood of collusion or 
fraud; 

determining, by the at least one computer, a risk profile of 
the user that originated the personal attribute informa 
tion in response to the Veracity feedback; 

adjusting the risk profile of the user based on a predeter 
mined reliability score for each of the other users that 
provided the Veracity feedback, wherein the predeter 
mined reliability score is weighted at least in part on the 
likelihood of collusion or fraud; and 

serving the risk profile by the at least one computer 
indicating a relative likelihood of truthfulness of the 
individual items of the personal attribute information. 

2. The method of claim 1, further comprising determining, 
by the at least one computer, a Veracity score expressing an 
estimated level of truth for each of the individual items of 
the personal attribute information based on the veracity 
feedback. 

3. The method of claim 2, further comprising: 
determining physical-IP locations of client devices trans 

mitting personal attribute information to the at least one 
computer using respective IP addresses of the client 
devices; 

determine a measure of consistency between the physical 
IP locations and respective individual locations identi 
fied by respective users originating the personal attri 
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12 
bute information as describing the respective users’ 
present geographic locations; and 

determining the Veracity score for the locations identified 
by the respective users based on the measure of con 
sistency. 

4. The method of claim 3, wherein determining the 
measure of consistency comprises makes use of a plurality 
of physical-IP locations determined at different times for 
respective ones of the users. 

5. The method of claim 2, further comprising determining 
the predetermined reliability score for users that provide the 
Veracity feedback based on whether or not each user pro 
viding the veracity feedback has an identity verified by a 
third-party verification agent. 

6. The method of claim 2, further comprising weighting 
the Veracity score for individual items of the personal 
attribute information based on an extent to which the Verac 
ity feedback for the corresponding items of the personal 
attribute information are received in response to one or more 
interactive remote chat or video sessions between respective 
ones of the users that originated the personal attribute 
information and respective ones of the users providing the 
Veracity feedback. 

7. The method of claim 1, wherein the reliability score of 
each of the other users is dependent upon whether the user 
has been accurate in providing the Veracity feedback in the 
past. 

8. The method of claim 2, further comprising serving, by 
the at least one computer, the Veracity Score to indicate a 
Veracity estimate for items of the personal attribute infor 
mation based on the users’ opinions. 

9. The method of claim 1, further comprising serving an 
interactive object from the at least one computer to a client 
device receiving the personal attribute information, the 
interactive object configured to enable collection of the 
Veracity feedback. 

10. The method of claim 9, wherein the interactive object 
comprises an interactive Survey form configured to be 
accessed by a web browser. 

11. The method of claim 1, further comprising determin 
ing the predetermined reliability score for users that provide 
the Veracity feedback based on criteria including at least one 
of a number of users providing the Veracity feedback, length 
of time each user providing the Veracity feedback has been 
an active member of the communications service, or amount 
of interactive activity with the communications service 
performed by each user providing the Veracity feedback. 

12. A non-transitory computer-readable medium holding 
executable instructions that, if executed by a processor, 
cause a computer to perform: 

receiving an identity document comprising individual 
items of personal attribute information about a user of 
a communication service; 

serving the personal attribute information about the user; 
collecting Veracity feedback through the communications 

service comprising other users’ opinions concerning 
Veracity of the personal attribute information; 

determining whether the other users providing Veracity 
feedback have themselves been verified; 

determining a risk profile of the user that originated the 
personal attribute information in response to the Verac 
ity feedback; 

adjusting the risk profile of the user based on a predeter 
mined reliability score for each of the other users that 
provided the Veracity feedback, wherein the predeter 
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mined reliability score is weighted at least in part on the 
determination of whether the other users have been 
verified; and 

serving the risk profile indicating a relative likelihood of 
truthfulness of the individual items of the personal 5 
attribute information. 

13. The non-transitory computer-readable medium of 
claim 12, holding further instructions for determining a 
Veracity score expressing an estimated level of truth for each 
of the individual items of the personal attribute information 10 
based on the Veracity feedback. 

14. The non-transitory computer-readable medium of 
claim 13, holding further instructions for serving the Verac 
ity score to indicate a veracity estimate for items of the 
personal attribute information based on the users’ opinions. 

15. The non-transitory computer-readable medium of 
claim 12, wherein the reliability score of each of the other 
users is dependent upon whether the user has been accurate 
in providing the Veracity feedback in the past. 

16. The non-transitory computer-readable medium of 
claim 12, holding further instructions for serving an inter 
active object to a client device receiving the personal 
attribute information, the interactive object configured to 
enable collection of the veracity feedback. 

17. An apparatus comprising a processor coupled to a 
memory, the memory holding instructions that when 
executed by the processor cause the apparatus to perform: 

receiving an identity document comprising individual 
items of personal attribute information about a user of 30 
a communication service; 

serving the personal attribute information about the user 
of a communication service; 
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14 
collecting Veracity feedback through the communications 

service comprising other users’ opinions concerning 
Veracity of the personal attribute information; 

filtering the Veracity feedback to remove multiple opin 
ions from the same physical client; 

determining a risk profile of the user that originated the 
personal attribute information in response to the Verac 
ity feedback; 

adjusting the risk profile of the user based on the filtered 
Veracity feedback and a predetermined reliability score 
for each of the other users that provided the Veracity 
feedback; and 

serving the risk profile indicating a relative likelihood of 
truthfulness of the individual items of the personal 
attribute information. 

18. The apparatus of claim 17, wherein the memory holds 
further instructions for determining a Veracity Score express 
ing an estimated level of truth for each of the individual 
items of the personal attribute information based on the 
Veracity feedback. 

19. The apparatus of claim 17, wherein the reliability 
score of each of the other users is dependent upon whether 
the user has been accurate in providing the Veracity feedback 
in the past. 

20. The apparatus of claim 18, wherein the memory holds 
further instructions for serving the Veracity Score to indicate 
a veracity estimate for items of the personal attribute infor 
mation based on the users’ opinions. 

21. The apparatus of claim 17, wherein the memory holds 
further instructions for serving an interactive object to a 
client device receiving the personal attribute information, 
the interactive object configured to enable collection of the 
veracity feedback. 


