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ONLINE IDENTITY VERIFICATION

utiliZation of real-time requests for images With set charac
teristics, validation codes, and database searching to con?rm
identity, age, or other characteristics of computer users. As

CROSS-REFERENCE TO RELATED
APPLICATION

used herein, a “user” refers to a natural person using a com
puter or client device.

In an aspect of the disclosure, a method for validating an
identity attribute of a user operating a remote client may
include maintaining, in a computer memory, a record associ
ating the user to at least one physical token having a de?ned
appearance. As used herein, a “physical token” is an article of
manufacture that is adopted for use as a token. A physical

This application claims priority pursuant to 35 U.S.C. §1 19
(e) to Us. provisional application Ser. No. 61/409,853, ?led
Nov. 3, 2010, Which is hereby incorporated by reference, in its

entirety.
BACKGROUND

1. Field

This application relates to identity and identity attribute
veri?cation, and more particularly to identity or identity
attribute veri?cation of persons seeking to access an online or
remote resource.

2. Description of Related Art
Online age and identity veri?cation is a substantial prob
lem. While credit cards have been utiliZed as a statutory

20

token may be provided in a great variety of forms, a feW
examples of Which are provided in the detailed description
beloW. The method may further include transmitting pose
instructions to the remote client, using a computer; Wherein
the pose instructions reference the at least one physical token.
The method may further include receiving image data in
response to the transmitting of pose instructions. For
example, the image data may be received by a netWork com
ponent participating in the same veri?cation session in Which

mechanism to shoW age (see for example 47 U.S.C.A. §223
(e)(5)(B)), the e?icacy of this mechanism has been ques

the pose instructions Were transmitted to the client device.

tioned by some commentators. Similarly, the use of stolen

of the image data using an automated algorithm and the

The method may further include performing image analysis

credit cards online is fairly simple, as the online merchant is

unable to con?rm identity by comparing identi?cation cards

25

With presenter’s appearance and the name on the credit card,
as might be done at a physical retail point of sale. For
example, it may be relatively easy for children to pose as their

parents While online, and thereby obtain access to adults-only
online resources. This problem may arise most acutely in
circumstances Where online access is not already protected by

image data. The method may further include validating the
30

a security feature such as a login name and passWord. For
example, When setting a neW user account to access online

resources of any kind, all that is sometimes required is knoWl
edge of identity information for an eligible adult and an
payment account. Such requirements may not alWays be
effective, especially in circumstances Within a household

35

40

In some situations, it is not necessary to verify a complete
identity for a person attempting to access an online resource.

For example, it may be undesirable or disadvantageous to

require complete disclosure of user identity before providing
access, While at the same time, it may be legally required or
desirable to verify that the user possesses a certain identity

identity attribute of the user at least partly in response to the
indication of Whether or not the received image complies With
the pose instructions and includes the correct physical token.

It should be appreciated that validation may be contingent on
analysis of additional parameters, in addition to the indica
tion. Some examples of additional parameters are discussed
beloW.
In a more particular aspect, the method may include send
ing instructions for the user to pose With the at least one
physical token comprising at least one of an identity card or a

Wherein household members may have easy or routine access

to identity and payment information for other members of the
household.

record associating the user to the at least one physical token to
determine an indication of Whether or not the pose instruc
tions Were folloWed by the user so that an image of the at least
one physical token appears With an image of the user in the

45

payment card. For example, if the token is a govemment
issued identity card and the pose instructions speci?ed that
the user should hold the ID card to her forehead using her left
hand, the image analysis may determine Whether of not the
received image shoWs a person holding an ID card of correct
design to her forehead using her left hand.
In another aspect, the method may include performing

image analysis of the image data using an automated algo

attribute such as, for example, age, gender, place of residence

rithm to determine Whether or not the at least one of the

or club membership before alloWing a user to access online

identity card or the payment card matches a knoWn design.
For example, if the physical token is an “American Express”

resources. An identity attribute may sometimes also be
referred to as a “personal attribute.” Some users, for example,
may Want to protect their identity and remain anonymous
While accessing an online resource, but are Willing to verify

50

design matching a knoWn design for “American Express”
cards, or matching a particular card design registered to the

an attribute of their identity such as their age, etc., as a

precondition to accessing their resource. HoWever, identity
theft security holes for remote veri?cation, such as outlined
above, may decrease the reliability of more limited identity

user.

55

attribute veri?cation processes as Well.

In another aspect, the method may include placing a
requirement in the pose instructions that the at least one
physical token be placed at a de?ned location Within a frame

of the image data. For example, the pose instructions may

It Would be desirable, therefore, to provide methods and
systems for more effectively verifying the identity or identity
attributes of remote users of online resources.

credit card, the image analysis may include determining
Whether a card appearing in the image has an overall color and

60

identify a particular token and instruct a user to pose With the
token in a de?ned manner. The method may further include

selecting the de?ned location from one of numerous possi

bilities; for example, the host computer may randomly select

SUMMARY

a particular pose/token combination from an array of hun

The innovative methods and systems disclosed herein uti
liZe one or more of face recognition technology, identi?cation

and credit card recognition technology, computer identi?ca
tion technology, internet session identi?cation technology,

dreds or even thousands of possibilities.
65

In another aspect, the client node may be provided With a

video capture device, and the image data may comprise video
data. In such case, the methodmay con?gure the pose instruc

US 8,582,829 B2
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tions to include a requirement for the user to take some

BRIEF DESCRIPTION OF THE DRAWINGS

de?ned action selected by the computer from numerous pos
sible user actions to be captured by the video data. For
example, the pose instructions may specify that the user raise
the token above her head and hold it there for three seconds,
pass the token from her right to her left hand, and so forth. Use
of a video capture at the client may increase the number of
practicably distinguishable poses from Which a pose is
selected, and thus make it more dif?cult for an image to be
counterfeited.
In another aspect, the method may include transmitting a
message containing image information to appear on the

The present invention, in accordance With one or more

various embodiments, is described in detail With reference to

the folloWing ?gures. The draWings are provided for purposes
of illustration only and merely depict typical or example
embodiments of the invention. These draWings are provided
to facilitate the reader’s understanding of the invention and
shall not be considered limiting of the breadth, scope, or

applicability of the invention.
FIG. 1 is a schematic diagram shoWing an example of a

system for providing online identity and identity attribute

physical object in the image data as instructed by the pose
instructions. For example, the image information may com
prise a printable ?le containing a de?ned graphic design. The

veri?cation.
FIG. 2 is a How chart shoWing aspects of a method for

providing online identity and identity attribute veri?cation for

user may be instructed to print the design on a blank sheet of
paper, and use the printed sheet as the physical token. For

example, the de?ned graphic design may be, or may include,
a tWo-dimensional (“2-D”) bar code. Speci?c examples of
2-D bar codes may include, for example, Data Matrix and QR
Code. It should be appreciated that since the physical token is
used With a knoWn specialiZed application for identity veri

a remote user.

DETAILED DESCRIPTION
20

comprise a client computer 106, for example, a personal
computer, laptop computer, notebook computer, tablet com
puter, smart phone, set top box, game console, television With

?cation, the 2-D bar code may be con?gured according to a

proprietary standard.
For further example, the image information (e. g., bar code)

25

an auxiliary imaging device in use by the user. Thus, the user
may display the image information on a screen of an auxiliary
device such as a mobile smart phone or tablet device, and pose

device. Client 106 may comprise a processor, memory, net

Work interface, and computer graphics display driver for pro
30

example, the auxiliary device displaying the token image
should be understood as the physical token used in the method
described above.
In related aspects, the method may include validating the
identity attribute of the user at least partly in response to a
netWork address or phone number assigned to the remote
client. In the alternative, or in addition, the method may
include validating the identity attribute of the user at least
partly in response to a netWork address or phone number
assigned to a second remote auxiliary client from Which the
image data is transmitted to the computer. For further

a netWork interface and digital processor, or the like, for

accessing digital content using a display device to vieW video
output from the client 106, in response to input from an input

may include information formatted for display on a screen of

With the auxiliary device displaying the image. In this

An example of a system 100 for providing online identity
attribute veri?cation is shoWn in FIG. 1. The system may

viding video output to a display device. A user interface, data
and optionally digital audio -video content may be encoded on

a non-transitory computer-readable medium coupled to the
35

client 106, such as, for example, a magnetic, optical, or elec
tronic data storage device or medium. The computer-readable
medium may hold encoded instructions for performing cer
tain actions as described herein, for example performing user
interface functions as described herein.
The system 100 may further comprise one or more Wireless

40

netWorks 112 coupled to a Wide area netWork (WAN) 114, for
communicating With one or more Wireless auxiliary imaging
clients 110. It is contemplated that a Wireless client 110 may

example, the method may include validating the identity

include components that are generally the same as or similar

attribute of the user at least partly in response to biometric
data for the user appearing in the image data. In the case of

to client 106, and perform the same or similar functions,
although it may use a different operating system. For

biometric-related attribute veri?cation, the method may be

45

example, a user 108 may be accessing content at a Web site

helpful for validating that the received image data pertains to

hosted by the host 104 using a client such as a personal, laptop

the same person Who has voluntarily received and executed
the pose instructions. Thus, an attribute determined from

or notebook computer connected to WAN 114 via a Wired
connection such as a DSL subscriber line, T1 line or coaxial

biometric data (e.g., age, gender or identity) may be attributed
to the user attempting to access the online resource.

In related aspects, an apparatus for identity veri?cation
may be provided for performing any of the methods and
aspects of the methods summarized above. An apparatus may
include, for example, a processor coupled to a memory,
Wherein the memory holds instructions for execution by the

cable, While also having at hand a mobile phone or the like
50

for communicating via the WAN 114, for example, the Inter
55

described above. Certain aspects of such apparatus (e.g.,
hardWare aspects) may be exempli?ed by equipment such as

requiring a reliable identi?cation or reliable determination of
a personal attribute of the person using the client 1 06 to access

a netWork interface for remote communications and a dedi
60

remote client using an algorithm as described herein. Simi
larly, an article of manufacture may be provided, including a

the host.
For example, a user 108 may Wish to access http://exam

ple.com, hosting a Web site that requires payment by credit

non-transitory computer-readable storage medium holding

card and is further limited to users at least 21 years of age. The
Web site host 104 may redirect the user to a veri?cation site

encoded instructions, Which When executed by a processor,
may cause a computer con?gured as an identity veri?cation

net. Via such an interface and netWork, the client may com
municate With a ?rst host 104 operating an application

responsive to input from multiple clients, such as clients 106
and 110. The host 104 may be operating any application

processor to cause the apparatus to perform operations as

cated graphics processor for processing image data from a

also capable of communicating via the WAN though a Wire
less communications netWork 112.
The client 106 may further comprise a netWork interface

65

host 102, operated by a trusted entity. The veri?cation site

apparatus to perform the methods and aspects of the methods

host may have access to government identi?cation records

as summariZed above.

and/or credit card records by contractual arrangement With

US 8,582,829 B2
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third parties providing for limited, secure access. The Web site
host 104 may include With the redirection to this site a request

cation host, and verify that the provided phone number is

to con?rm that the user is some identi?ed person (for

assigned to person providing the number. For further
example, the veri?cation host may require or permit images

example, “Joe Smith”), that the proffered credit card is a valid

of the credit and/or identi?cation cards to be submitted via a

one oWned by “Joe Smith”, and that “Joe Smith” is at least 21
years old. The veri?cation ho st may receive the request 202 as
part of a method 200 to be performed in cooperation With the
requesting host 104 and the client 106, as shoWn in FIG. 2.
The following discussion refers to elements of both FIGS. 1
and 2. Aspects of the method 200 shoWn in FIG. 2 pertaining
to interactions betWeen and operations of the veri?cation host
102, Web site host 104 and client 106 may sometimes be

document scanner for greater clarity, as duplicate images of
the documents appearing in the posed photographs or other
Wise. At 208, the veri?cation host may therefore receive a
video and/or still image ?le from one or more speci?ed cli
ents.
In some cases the resolution of the Web-cam or other cam

era used by the client 106 or auxiliary imaging device 110
may be too loW for identi?cation data appearing in the Web

referred to herein as a “veri?cation session.”

In response to the request from the Web site host site 104,
the veri?cation site 102 may generate and transmit a request
204 to the client 106, asking the user to pose in front of a
Web-cam connected to the client 106, as shoWn in FIG. 2. For
example, the request may ask the user to sit in front of his
Web-cam and hold his state-issued identi?cation card in his
right hand and his credit card in his left hand. For added

cam video, for example an identi?cation card number or

credit card number to be read by softWare; or the desired
identi?cation numbers may be illegible in the client video for
other reason. Therefore, in response to determining that the
desired information is illegible, or merely to con?rm legible
information, the veri?cation host may transmit a message to
20

security, the verifying site may transmit a message containing
a unique item to the client 106 or to the auxiliary imaging
device 110, for example a printable PDF ?le containing a 2-D
bar code or other graphic design. The user may use the client
106 and a connected printer to print the ?le on paper or cause
it to be displayed on a screen of the auxiliary imaging device
1 1 0. In the alternative, or in addition, the veri?cation ho st 1 02

25

identi?cation information accessible to the veri?cation host
102 from other sources, for example, credit card numbers or
state-issued driver’s license numbers. In an embodiment, the

30

requesting host 108 may pass the identifying information to
the verifying site 102, after the requesting host 108 has ?rst
obtained the identifying information. In summary, the veri?
cation host may receive identity information 206 ultimately
supplied by the user 108 and purporting to belong to such

may select (e. g., randomly) one of numerous commonly
available items, for example one of a hairbrush, a shoe, a pen,

a book, a cup, etc., and include in the posing requirements
transmitted to client 106 a requirement that such item be
placed at a de?ned location Within the image, such as in the
left hand under the credit card, or even in a sub sequent frame

the client 106 asking the user to input speci?c identifying
information via a user input device (for example, a keyboard,
keypad, touchscreen or microphone) for comparison With

user, Whether through the client 106 or host 104. The veri?
cation host 102 may operate to determine a likelihood that the

supplied identity information actually belongs to the user 108
communicating With the hosts 102 and 104 using the client

of the image. Also at 204, the veri?cation host may maintain

a record associating the user to one or more physical tokens, 35 106.
as Well as to the pose instructions selected for the veri?cation
After receiving the identifying information 206 from the

client 106 and/or from the requesting host 104 and receiving

session. For example, the veri?cation host may create a
record in a database or other data structure that lasts for the

the video or still image data 208 as described above, the

verifying host 102 may perform certain operations 210-218

duration of the veri?cation session, or longer, and indicates

that particular pose instruction including the particular physi

40

cal token or tokens used for the veri?cation session.
The veri?cation host 102 may likeWise select the de?ned
location from one of numerous possibilities. In addition or in

the alternative, the veri?cation host 102 may include in the
posing instructions a requirement for the user to take some

45

de?ned action, again selected by the computer from numer
ous possible actions, for example moving, raising or Waving
a speci?ed appendage. Providing posing instructions from the
veri?cation host 102 to the client 108 may help to prevent use
of a pre-recorded video of a person Whose identity is being
stolen.
The veri?cation host may also specify a source for the
video or still image to be supplied by the user 108. For

the instructions may specify that the video or still image be
collected and transmitted from an auxiliary imaging device
110, for example a camera phone. A camera phone may be
useful particularly if it is assigned a phone number in the
Wireless netWork 112 belonging to an account that matches
the user, e. g., John Smith. For example, the veri?cation host
may ask for a phone number from the user, send an SMS

message to the designated phone including instructions for
uploading a video or still image from the phone to the veri?

stream, still photograph or moving image. That is, the veri?
cation host may determine, using an automated algorithm
performing image analysis and the record associating the user
to the pose instructions and one or more physical tokens for

the veri?cation session, Whether or not the pose instructions
50

supplied by the veri?cation host to the client 106 have been
folloWed. Technology exists to recogniZe and search for

objects contained Within images. See, for example, US. Pat.
No. 7,460,737, “Method andApparatus for Photograph Find
ing”. Technology also exists to recogniZe faces as one cat

example, the posing instructions may request a video ?le
recorded by a Web-cam connected to the client 106, or may
permit an electronic photograph or video image to be cap
tured taken via a different non-computer-connected device
and loaded onto the client. In the alternative, or in addition,

as shoWn in FIG. 2, Which may be performed serially, in
parallel or in any useful order. At 210, the veri?cation host
may process the received video or still image data to con?rm
that the unique objects or actions are present in the video

55

egory of objects Within photographs, and to analyZe facial
features, and may be used for image analysis.
At 212, the veri?cation ho st may determine using an auto

mated algorithm performing image analysis of the supplied
video or still image data Whether or not a credit card present
60

in the image matches an actual credit card image on ?le With
the issuer. For example, a card issuer may issues numerous
cards With one or more different designs, therefore the design

appearing in the image data may be compared With knoWn
designs associated With that card number, using an image

comparison algorithm. In addition, if applicable, image
65

analysis may be performed to determine Whether a signature
on the reverse of the card matches a signature on record for the
card holder or record.

US 8,582,829 B2
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At 214, the veri?cation ho st may determine using an auto

user is actually the identi?ed person or possess a required
personal attribute or attributes. The validation code may be
given to the user or to the requesting site in any suitable Way;

mated algorithm performing image analysis of the supplied
video or still image data Whether or not an identi?cation card

appearing in the image data matches an identi?cation card on
?le With an issuing agency. For example, an identi?cation
card With an altered birth date, or With a substituted photo
graph, Will not match the image of any identi?cation card on

for example, embedded in a cookie, embedded in a URL, by
making an entry in a database accessible by the requesting site
accessed by a speci?c information set or by searching for a
code generated by a formulaic combination of IP address,
broWser characteristics, and/or other unique or semi-unique

?le With the issuing agency. A comparison algorithm may ?ag
a mismatch for revieW by a human operator or may simply

computer or connectivity characteristics; or given to the user
in the form of a printed validation (such as a 2-D bar code).
The validation code may be used alone, but in an embodi
ment, the veri?cation host embeds information about a speci
?ed object in the validation code so that it may be used only

respond to a mismatch by appropriate adjustment of a veri?
cation score.

At 216, the veri?cation ho st may determine using an auto

mated algorithm performing image analysis of the supplied

in combination With such speci?ed object, for example a

video or still image data Whether biometric data appearing in
the image data matches knoWn biometric data for the pur
ported user. For example, the host may identify a face appear
ing Within the image or video and compare it utiliZing existing
facial recognition technology With the face on ?le in the
photograph associated With the identi?cation and/or credit
card, to the extent that the credit card company may have an

credit card or identi?cation card, to validate that the oWner of

the credit card or identi?cation card is the person attempting
to use it.

The requesting site therefore receives and then decodes or
20

image of the user. In the alternative, and for further example,
biometric data previously used in conjunction With that card
number, or some of its characteristics, may be stored and used
in the extant veri?cation attempt compared to biometric data
used in the prior use of the card. The host 102 may respond to
a failure to match by ?agging the credit card as potentially

otherWise processes in the validation code passed by the
verifying site either directly, via database access, via embed
ded code Within the URL or cookie, via code entered by the
user, or otherWise. The requesting host 104 may take action
based on Whether the verifying site 102 con?rmed or denied
the validity of the information the user presented. In one

25

implementation, the probability that the user matches the

proffered data may be passed to the requesting site (i.e. “80%

compromised.

likelihood that the user pictured is the one Who Was issued the

For further example, and in an alternative application of the
present technology, biometric data such as analysis of facial

action according to its oWn rules. For example, a host rule

characteristics may be used merely to discern an age or gen

identi?cation card”), so that the requesting site may take
30

der of the person appearing in the image, While enabling the
person to remain anonymous. In this example, other identi
fying information (e.g., the facial image) may be discarded by
the veri?cation host after making a determination of age
and/ or gender based on a facial image. The veri?cation host

may specify that anything under a 95% probability may
require the user to talk to a human veri?cation employee prior

to continuing.
35

Other methods of recording biometric data may be used in
conjunction With the methods outlined above. For example,
facial biometric data may be collected by reading facial char

102 may provide a signal (e.g., validation code) to the Web
site 104 indicating that the biometric analysis of the image

acteristics from physical application of the face to a surface

data is consistent With the user 108 meeting speci?ed age or

example, a user may alternatively hold the right and then the
left side of his face (or just one side if suf?cient data is
obtained) against a touch screen interface. Even pressing a
face against a standard keyboard may generate suf?cient data
about facial characteristics as to permit a rudimentary risk
assessment of identity theft. An alternative mechanism may
be to compare the ?ngerprint generated from a ?ngerprint
reader, or read by holding a ?nger up to an imaging device,
against the ?ngerprint on ?le With an identi?cation issuer.
The validation code may be time-stamped and may (a)

capable of measuring such characteristics. For further

gender requirements. In other Words, the veri?cation host
may make this determination Without determining the full
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identity of the user. Therefore so long as the veri?cation host

is trustWorthy and actually destroys personally identi?able
image data after making an age determination, the user may
have con?dence that she is accessing the site 104 as an anony
mous user Whose identity cannot be determined once the 45

veri?cation host destroys the image data from the veri?cation
session. In other embodiments, the veri?cation host may per
form full identity veri?cation or may preserve personally
identi?able image data for the veri?cation session, While
limiting the signal to the host 104 to information indicating
Whether the user 108 meets requirements for accessing the

expire automatically after some period of time; (b) expire
When the user requests it expire, either as expressed at the
50

site anonymously. In these embodiments, the identity of the
user is knoWn (or may be discemable) to the veri?cation site
102 but not to the Web site 104.
At 218, the veri?cation host may return the user to the
requesting Web site provided With an validation code, as a

Way of validating the identity attribute of the user. This vali
dation may be performed at least partly in response to the
con?rmation operation described in connection With block
210. The validation code may comprise a secure, for example
encrypted, code indicating Whether or not the user is likely to
be the person to Whom the purported identifying information
belongs, or is likely to possess the required personal attributes
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may be expressed as a probability or con?dence level, for
example, 99.9%, 90%, 80% 50% or 0% con?dence that the

attempted use from a different IP address; or (e) expire on a
differential time basis depending on the measured risk that the
veri?cation Was invalid (so a 99% valid identi?cation might
last longer than a 90% valid identi?cation).
The veri?cation host may cause the validation code to be
issued in such a manner (for example, With a printed 2-D bar
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code containing the validation information) that any site uti
liZing this mechanism Would be able to recogniZe a validated
identi?cation. In another embodiment, the veri?cation host
may recogniZe a subsequent request for validation of the same

(for example, age, gender, place of residence or membership
in a required organiZation or subscribership). The indication

time of issuance or subsequently; (c) simply be used part of
the data the requesting site holds and accepted or not accepted
based on the policies of the requesting site; (d) be tied to the
IP address of the physical machine, and expire upon
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information originates from the same or similar IP addresses
or With other characteristics similar or identical to those

present in the original request, and so long as the validity
period has not expired, Would return the user as validated to

US 8,582,829 B2
9

10

the requesting site Without requiring interaction from the
user, for example using 302 Moved HTTP responses so that

aspects. The term “article of manufacture” as used herein is
intended to encompass a computer program accessible from

validation occurs in a manner unobtrusive to the user. In the

any computer-readable device, carrier, or media. For

alternative, a user validating the same information for a dif

example, non-transitory computer-readable media may

ferent requesting site may be validated by utiliZing a subset of

the validation requirements requested in the original request.

include but are not limited to magnetic storage devices (e. g.,
hard disk, ?oppy disk, magnetic strips . . . ), optical disks (e. g.,

Similarly, a user With an aging validation may be validated

compact disk (CD), digital versatile disk (DVD) . . . ), smart

using a subset of the validation requirements requested in the
original request. Such subset could include a summary of data

cards, and ?ash memory devices (e.g., card, stick). Of course,
those skilled in the art Will recogniZe many modi?cations may
be made to this con?guration Without departing from the
scope of the disclosed aspects.
The steps of a method or algorithm described in connection
With the aspects disclosed herein may be embodied directly in

encoded into a special code printed or given to the user.

Unique computer and netWork characteristics may include
IP address, MAC address, serial number of CPU, serial num
ber of hard drive, serial number of softWare loaded on the
computer, cadence of user typing, characteristics of the data
input devices such as Web-cams, or mechanisms already used

hardWare, in a softWare module executed by a processor, or in
a combination of the tWo. A softWare module may reside in
RAM memory, ?ash memory, ROM memory, EPROM
memory, EEPROM memory, registers, hard disk, a remov
able disk, a CD-ROM, or any other form of storage medium

to uniquely identify computers and/or netWork connections.
Such characteristics may be used to identify a client device
used by a user during a veri?cation session With a veri?cation

host. The identity of the client device may be another factor
used in assessing a con?dence level concerning the user’s

knoWn in the art. A storage medium (i.e., a non-transitory
20

identity or possession of speci?ed personal attributes.

such the processor can read information from, and Write

As used in this application, the terms “component”, “mod

information to, the storage medium. In the alternative, the
storage medium may be integral to the processor. The proces

ule”, “system”, and the like are intended to refer to a com

puter-related entity, either hardWare, a combination of hard
Ware and softWare, softWare, or softWare in execution. For
example, a component may be, but is not limited to being, a

computer-readable medium) may be coupled to the processor
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sor and the storage medium may reside in an ASIC. The ASIC
may reside in a user terminal. In the alternative, the processor
and the storage medium may reside as discrete components in

process running on a processor, a processor, an object, an
executable, a thread of execution, a program, and/or a com

a user terminal.

puter. By Way of illustration, both an application running on

vided to enable any person skilled in the art to make or use the

a server and the server can be a component. One or more 30

present disclosure. Various modi?cations to these aspects Will
be readily apparent to those skilled in the art, and the generic
principles de?ned herein may be applied to other embodi
ments Without departing from the spirit or scope of the dis
closure. Thus, the present disclosure is not intended to be

The previous description of the disclosed aspects is pro

components may reside Within a process and/or thread of
execution and a component may be localized on one com
puter and/ or distributed betWeen tWo or more computers.

Various aspects Will be presented in terms of systems that
may include a number of components, modules, and the like.
It is to be understood and appreciated that the various systems
may include additional components, modules, etc. and/or
may not include all of the components, modules, etc. dis
cussed in connection With the ?gures. A combination of these
approaches may also be used. The various aspects disclosed
herein can be performed on electrical devices including
devices that utiliZe touch screen display technologies and/or

mouse-and-keyboard type interfaces. Examples of such
devices include computers (desktop and mobile), smart
phones, personal digital assistants (PDAs), and other elec
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limited to the embodiments shoWn herein but is to be

accorded the Widest scope consistent With the principles and
novel features disclosed herein.
In vieW of the exemplary systems described supra, meth
odologies that may be implemented in accordance With the
disclosed subject matter have been described With reference
to several ?oW diagrams. While for purposes of simplicity of
explanation, the methodologies are shoWn and described as a

series of blocks, it is to be understood and appreciated that the
claimed subject matter is not limited by the order of the
45

blocks, as some blocks may occur in different orders and/or

tronic devices both Wired and Wireless.

concurrently With other blocks from What is depicted and

In addition, the various illustrative logical blocks, mod
ules, and circuits described in connection With the aspects

described herein. Moreover, not all illustrated blocks are nec

disclosed herein may be implemented or performed With a

herein, as some of the illustrated blocks pertain to optional or
additional aspects and are so described. Additionally, it

general purpose processor, a digital signal processor (DSP),
an application speci?c integrated circuit (ASIC), a ?eld pro
grammable gate array (FPGA) or other programmable logic
device, discrete gate or transistor logic, discrete hardWare
components, or any combination thereof designed to perform
the functions described herein. A general purpose processor
may be a microprocessor, but in the alternative, the processor
may be any conventional processor, controller, microcontrol

essarily required to implement the methodologies described
50

should be further appreciated that the methodologies dis
closed herein are capable of being encoded as instructions on

a non-transitory computer-readable medium. When executed
by a processor, the encoded instructions may cause a com
55

gies.
The foregoing embodiments merely exemplify various
apparatus and systems for online identity veri?cation. The
present technology is not limited by these examples.

ler, or state machine. A processor may also be implemented as
a combination of computing devices, e.g., a combination of a

DSP and a microprocessor, a plurality of microprocessors,

60

one or more microprocessors in conjunction With a DSP core,

What is claimed is:
1. A method for validating an identity attribute of a user

operating a remote client, comprising:

or any other such con?guration.
Furthermore, the one or more versions may be imple

maintaining, in a computer memory, a record associating

mented as a method, apparatus, or article of manufacture

using standard programming and/or engineering techniques

puter to perform one or more operations of the methodolo
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the user to at least one physical token having a de?ned
appearance;

to produce softWare, ?rmWare, hardWare, or any combination

transmitting pose instructions and a message containing

thereof to control a computer to implement the disclosed

image information for appearing on the at least one

US 8,582,829 B2
11

12

physical token to the remote client, using a computer;

11. The method of claim 1, further comprising validating

Wherein the pose instructions reference the at least one

the identity attribute of the user at least partly in response to
biometric data for the user appearing in the image data.
12. An apparatus, comprising a processor coupled to a
memory, Wherein the memory holds encoded instructions for

physical token and the image information is formatted
for display on a screen of an auxiliary imaging device in
use by the user;

receiving image data in response to the transmitting of pose

causing the apparatus to perform the operations of:

instructions;

maintaining a record associating a user to at least one

performing image analysis of the image data using an
automated algorithm and the record associating the user
to the at least one physical token to determine an indi- 10
cation of Whether or not the pose instructions Were fol
loWed by the user so that an image of the at least one

physical token including a display generated from the

physical token and a message containing image infor
mation for appearing on the at least one physical token to

the remote client, Wherein the image information is for
matted for display on a screen of an auxiliary imaging
device in use by the user;

image information appears With an image of the user in

the image data; and

performing image analysis of image data received in

validating the identity attribute of the user at least partly in

response to the transmitting of pose instructions, using
an automated algorithm and the record associating the

response to the indication.

2. The method of claim 1, further comprising sending
instructions for the user to pose With the at least one physical
token comprising at least one of an identity card or a payment

physical token having a de?ned appearance;
transmitting pose instructions referencing the at least one
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card.

user to the at least one physical token to determine an
indication of Whether or not the pose instructions Were
folloWed by the user so that an image of the at least one

3. The method of claim 2, further comprising performing
image analysis of the image data using an automated algo

physical token including a display generated from the

rithm to determine Whether or not the at least one of the

the image data; and

image information appears With an image of the user in

identity card or the payment card matches a knoWn design.
4. The method of claim 1, further comprising including a
requirement in the pose instructions that the at least one
physical token be placed at a de?ned location Within a frame

of the image data.
5. The method of claim 4, further comprising selecting the

validating an identity attribute of the user at least partly in
response to the indication.

13. The apparatus of claim 12, Wherein the memory holds
further instructions for sending instructions for the user to
pose With the at least one physical token comprising at least
30

de?ned location from one of numerous possibilities.

6. The method of claim 1, Wherein the image data com

rithm to determine Whether or not the at least one of the

prises video data, and further comprising including in the
pose instructions a requirement for the user to take some

de?ned action selected by the computer from numerous pos
sible user actions to be captured by the video data.
7. The method of claim 1, Wherein the image information
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comprises a printable ?le containing a de?ned graphic design.
8. The method of claim 7, Wherein the de?ned graphic
design comprises a 2-D bar code.
9. The method of claim 1, further comprising validating the
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10. The method of claim 1, further comprising validating
remote auxiliary client from Which the image data is trans
mitted to the computer.

identity card or the payment card matches a knoWn design.
14. The apparatus of claim 12, Wherein the memory holds
further instructions for including a requirement in the pose
instructions that the at least one physical token be placed at a
de?ned location Within a frame of the image data.
15. The apparatus of claim 12, Wherein the memory holds

further instructions for processing the image data comprising
video data, and for including in the pose instructions a
requirement for the user to take some de?ned action selected

identity attribute of the user at least partly in response to a
netWork address or phone number assigned to the remote
client.

the identity attribute of the user at least partly in response to a
netWork address or phone number assigned to a second

one of an identity card or a payment card, and for performing

image analysis of the image data using an automated algo
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from numerous possible user actions to be captured by the
video data.
16. The apparatus of claim 12, Wherein the memory holds

further instructions for validating the identity attribute of the
user at least partly in response to a netWork address or phone

number assigned to the remote client.
*
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