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COMPUTER-IMPLEMENTED SEARCH
USING RESULT MATCHING

systems share certain novel common characteristics. For
example, the disclosed novel methods share a characteristic

of analyZing and comparing search result sets returned by a
search engine in response to different search queries. This

CROSS-REFERENCE TO RELATED
APPLICATION

analysis and comparison may be performed systematically
for each query submitted to the search engine, generating
systematic query response data (result sets) that are main
tained in appropriate system data storage. The result sets may

This application claims priority pursuant to 35 USC § 1 19
(e) to US. provisional application Ser. No. 61/054,605, ?led

comprise unique identi?ers for each search result, for

May 20, 2008, Which is hereby incorporated by reference, in
its entirety.

example, a URL.
The result sets are systematically compared using a com

puter-implemented comparative algorithm to identify syn

BACKGROUND

onymous, largely synonymous, or likely synonymous search
queries, based on a logical premise that similarity betWeen
search results returned by a particular search engine is
directly related to similarity betWeen search queries. The
algorithm may generate a quanti?ed measure of similarity
betWeen sets, for example, a ratio betWeen tWice (2x) the

1. Field

This application relates to query-based computer searching
and to managing communication betWeen a client and a
server.

2. Description of Related Art
Users of search engines and other data retrieval systems
often input search queries that do not return the desired data.
The absence of a single key term, for example, or the choice

20

number of common members and the total number of results
in the tWo result sets. This Would yield a ratio of 1 (100%) for
identical sets, Zero (0%) for sets With no members of com

of a different search term, might cause the query not to return

mon, and some number betWeen Zero and one for all other set

one or more of the most relevant results.

comparisons. Other similarity measures may also include a
comparison of Where particular results are ranked in the set,

Many search queries, although phrased differently, are
effectively synonymous. That is, users draft queries for search
engines using different terms While seeking the same infor
mation. Thus, for example, a search query using the key
Words “fastest route WestWood to LAX” may seek the same
information as a query using the Words “quickest Way to Los
Angeles International from UCLA.” In many cases, such as
the foregoing example, the use of an automated thesaurus or

25 as Well.

The similarity measure may then be used as a determinant

for merging similar result sets When responding to different

queries. For example, supposing Query ‘A’ is de?ned using
30

International from UCLA.” A search engine receiving Query

other processing of the search query input Will not suf?ciently
equate the queries as to permit the queries to be treated as
seeking the same information. HoWever, because of the abil

ity of knoWn search methodologies that do not rely solely on
text-matching (such as the link-back algorithm used by
GoogleTM), even very differently phrased queries seeking the

the key Words “fastest route WestWood to LAX,” While Query
‘B’ is de?ned using the Words “quickest Way to Los Angeles

35

‘A’ may process the query to obtain a Result Set ‘A’ consisting
of ranked target items. The search engine or related process
may process Result Set ‘A’ to develop a compressed signature
of the search results. A comparison process may then rapidly
compare the compressed signature of Result Set ‘A’ With an

index of stored compressed signatures for past search results,

same information Will return many of the same results. For

and quickly identify a similar signature for a Result Set ‘B’

example, the ?rst query described above might return many of

previously generated in response to Query ‘B.’ The tWo sig

the same “hits” as the second query, While omitting a page
hosted at UCLA.edu that contains the most relevant data of

40

In response to determining that the tWo result sets are su?i

all. In this example, then, search queries seek the same infor
mation, but the highest ranked result (measured such as by
using Google’s page rank or a voting ranking system) is not
returned in response to both queries. It Would be desirable to
decrease or eliminate such arbitrary differences in results to
differently-Worded search queries that are seeking the same

ciently similar, the search engine may merge the tWo Result
Sets ‘A’ and ‘B’, eliminating any duplicate results, to generate
45

focused result, than Would otherWise have been generated in
response to Query ‘A’.
In some embodiments, a search client may use a novel

In addition, search engines and other information servers
50

search queries or other information requests received from
speci?ed clients. This information is often used to construct
user preference pro?les for the users of the clients, for mar
keting or other purposes. HoWever, some users do not desire

to have such preference pro?les constructed oruse, preferring
to keep information concerning their personal interests pri
vate. Therefore, it Would also be desirable to provide a system
that enables use of search engines and other information
services, While protecting the user from disclosure of per
sonal interests or preferences re?ected in the user’ s informa

55

pseudo-broWser application operating on the client to pre
serve client privacy concerning the client’s search history.
This may be useful to prevent third parties from discovering
information re?ecting client interests that the client considers
to be private. The pseudo-broWser may provide for client
access to results contained in matching result sets, collecting
true broWsing input from the client and providing falsi?ed or
pseudo-broWsing information to the search engine or other

information provider. Preferably, the pseudo-broWsing infor
mation has the same characteristics as true broWsing data, but
60

tion requests.
SUMMARY

Novel computer-implemented methods and systems are
disclosed herein to provide more consistent search results in
response to similar search queries. These novel methods and

a ?nal result set that is output as the query response. The user

therefore receives a more complete but still topically Well

or similar information.

currently gather and process information describing past

natures for sets ‘A’ and ‘B’ should pass a de?ned similarity

threshold, for example, they may be more than 90% similar.

65

does not completely represent true broWsing input. Therefore,
although the search engine provides many search results to
the client, it is prevented from obtaining accurate information
about client preferences by recording user selections from
search result lists. Such information is maintained privately
betWeen the client and the pseudo-broWser.
The pseudo-broWsing application may provide output as a
menu interface, tabbed broWsing interface, or other interface

US 8,386,476 B2
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allowing selection of results by a user. The pseudo-broWser
may be con?gured to select and download “decoy informa
tion”ithat is, information that is not actually responsive to a

response to search queries from clients 104, 106, server 102
may use the index in database 117 to provide result sets to the

clients. The result sets may generally include hyperlinks that
may be selected to request information directly from content
providers 114. Other ?lter and constraints may be applied to
re?ne the search engine response, as described more fully
beloW.
Information provider node 102 may include a result set
comparator application or module 116 con?gured to operate
cooperatively With a search engine application or module 118
to handle incoming search queries from clients 104, 106 and

client queryifrom search result lists. The decoy information
may be selected by a random or schematic process from so as
to appear to represent choices by a user. The user may be able

to interact With alternative rendered pages displayed by the
pseudo-broWsing application to vieW additional data or to
further mislead the search provider as to the client operator’s

actual input that might reveal true private preferences. The
speed With Which the internally (non-displayed or alternative)
rendered pages are doWnloaded, rendered, or automatically
“clicked through” may be varied by a random amount, or a
simulation of user interaction may be generated in simulta
neous concert With the user’s interaction With the displayed,
non-altemative search results, in order to prevent the search

provide responsive search results. Additionally the search
engine node 102 may be con?gured to capture query param
eters for incoming queries, as discussed elseWhere herein, for
use in determining parameter WindoWs used to identify other
result sets falling Within de?ned query parameter WindoWs.
The comparator 116 (alone or With other components of

provider from determining automated search result interac
tion and thereby gaining information useful to determining

node 102) may be con?gured, for any given incoming query,

the user’s private preferences.
Further details and variations of the foregoing technologies
are presented in the detailed description beloW.

20

engine 118; (b) determine a parameter WindoW for the query;
(c) obtain result sets from a database of prior search results
each associated With query parameters, such as from database
117; (d) compare each of the result sets With the ?rst result set

BRIEF DESCRIPTION OF THE DRAWINGS
The present invention, in accordance With one or more

25

various embodiments, is described in detail With reference to

the folloWing ?gures. The draWings depict embodiments of
the invention, by Way of example.
FIG. 1 is a system diagram shoWing an example of a net

Worked computer system con?gured to implement results
matching in responding to computer search queries.

30

35

40

An exemplary system 100 is shoWn in FIG. 1 to demon
strate application of the technology to a netWorked computer
system. System 100 may comprise a search provider server

102 (or similar information provider) in communication With
a plurality of clients 104, 106 (tWo of many shoWn) via a Wide
area netWork 108. Clients 104, 106 may comprise any suit
able client system and related components, for example, per

45

in the ?rst result set) from the second result set to the request
ing client in response to the search query.
As noted a search provider system 102 may compare result
sets to identify synonymous, largely synonymous, or likely
synonymous search queries, based on a logical premise that

similarity betWeen search results returned by a particular
search engine is directly related to similarity betWeen search
queries. For example, in embodiments of the invention, When
search engine queries are responded to, the search engine
server may store the result sets returned by the search engine
in response to each of the queries. Any selected one of the
result sets may then be compared to other result sets returned

by the search engine Within a de?ned time period (“time
WindoW”), Which may extend to past, future, or both past and

future periods.

sonal computers, palm computers, cellular phones With Inter
net broWsing capabilities, or other device. Clients generally

versely, if the similarity is suf?ciently high, the comparator
search engine. The search engine may then provide the ?rst
result set, plus any unique entries (that is, entries not present

FIGS. 4A and 4B are How charts shoWing examples of a
method for managing a user interface to protect client privacy.
DESCRIPTION

to obtain a similarity measure; and (e) taking one of plural
conditional actions depending on the value of the determined
similarity measure. For example, if the similarity measure for
a particular second result set When compared to the ?rst result
set is too loW, the second result set may be ignored. Con
may pass any unique results from the second result set to the

FIG. 2 is a flow chart shoWing an example of a method for

using results matching to provide more consistent responses
to similar search queries.
FIG. 3 is a system diagram shoWing an example of a
pseudo-broWser application to protect user privacy.

to (a) receive a responsive ?rst result set from the search

It may be desirable to choose an appropriate limited time
50

period to enhance the reliability of the search result compari

include means for providing an audio-visual output to a user,

son technique. Even identical searches may return different

such as, for example, display monitors 110, 112, printers,

results if made at different times, and such divergence Will
generally increase as the time interval betWeen the searches
increases. Additional “parameter WindoWs” similar in con

speakers, and associated components. Clients may also
include suitable input means (not shoWn) such as, for

example, keyboards, pointers, microphones, motion sensors,

55

WindoW applied to users initiating the search queries; (b) A
language WindoW, similar to the geographical WindoW; (c) an

Clients may include one or more computer memory

devices storing application softWare including instructions
for performing methods as described herein. The softWare

may be operated by loading into a computer memory and

age WindoW, i.e., based on the age or age group for a user
60

operating in response to user inputs using one or more com

puter processors of the client device. The system may include
a plurality of content servers 114 (one of many shoWn) pro
viding digital content (e.g., Web pages or audio-visual con
tent) for output by client devices in response to information
request. The search server 102 may index available digital
content and store a content index in a suitable database 117. In

cept to the time WindoW may be used to limit the search results

compared, including Without limitation: (a) A geographical

or the other user input devices.

originating the request, as determined from a user pro?le; (d)
an ISP WindoW or reverse DNS WindoW, grouping people
from identical or similar businesses or service providers; (e)

an operating system and/ or broWser WindoW, grouping people
using similar technology, particularly in the context of tech
65

nology-related queries; (f) a demographic WindoW (using
user-provided data or otherWise); (g) a search sophistication
WindoW, measuring hoW many searches the user normally

US 8,386,476 B2
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Optionally, the search node 102 may enable clients to pro

does in a day, the normal e?icacy of the user’s searches, or
other metrics; or (g) other useful differentiating user data.
A geographical WindoW applied to users initiating the

vide a user option to identify search result included from a
matched result set (or any other search result) as not relevant
to the instant query. Such a user option may be used to provide

search queries may be determined using GEO-IP, broWser
language preferences, user provided data, or other methods to

valuable feedback for Weighing the relevance of individual

determine or estimate user location. This WindoW may pro

results in otherWise matching result sets. Conversely, regard

vide the bene?t of preventing results for searches for geo

less of Whether synonymous results are presented to the user
for a particular query, the user may be offered to vieW queries
that returned synonymous result sets. Such offers may be of

graphically different but textually similar items from being
grouped together. For example, a search for “Washington
opera house”, Without this WindoW, might group results from

use to the user in manually crafting additional search queries
or in simply clicking through to in order to vieW the results to

Washington DC. With those from Washington State. Use of a
geographic parameter WindoW may avoid this erroneous

similar queries.
Optionally, system 102 may be con?gured to provide that a

result by distinguishing betWeen the different “Washington”

user may ask for a page consisting only of results from syn
onymous queries that are not present Within the ?rst “n”
number of results to the instant query, Wherein “n” is some
integer number set by the system or selected by the user.

designations based on the geographic location of the client
from Which the search originates. Geographic location of the
client may be estimated from its IP address or other connec
tion architecture, or by using a locating device such as a GPS
locator on the client side.

More generally, search results may be Weighted toWard
geographically close items. That is, a geographical parameter
WindoW may be applied not only for search query compari
son, but also for single-user search result Weighting. Search
results Within the parameter WindoW may be Weighted more
heavily than results for locations outside of the parameter
WindoW. The user may be provided With an option to disable

With regard to search queries that have been grouped
together, Whether by using one or more WindoWs or simply a
20

25

geographical Weighting for searches in Which such Weighting
is not desirable, such as for searches seeking information
about remote locations. In general, the parameter WindoWs
described herein may also be used to determine hoW to pri

30

oritiZe or obtain search results, With or Without reference to
synonymous results. For example, a user accessing from a

“.edu” IP address (using reverse DNS lookup) might see
results With additional Weighting toWard those hosted at .edu
URLs.

results or some representation of the results may be stored for
later comparison, or both. Once compared, results that are
more than a set amount similar (such amount of similarity to
be set by the user, the provider, or both, in a manner that best
serves the preferences of the user, provider, or both) may be
identi?ed as at least partially synonymous. Alternatively, or in
addition, all results may be stored in a manner that permits
selection of result sets of a synonymous nature, Wherein an
amount of synonymous match Within a speci?ed Window or
WindoWs may be set or changed based on user input or other

system input.
35

The data required to determine the parameter WindoWs
may include information learned from automatically trans

Optionally, the system may operate to not store queries or
search results by search node 102 in response to user input
indicating this choice, for privacy or other reasons. In addi

tion, the system may optionally exclude queries and results
that include speci?ed types of personal information, such as

mitted or revealed data, such as IP address, broWser or oper

ating system data from client terminals submitting search
queries, from user-provided data, or otherWise. Of course, a
system clock 120 may be used to determine time-based

“WindoW” that includes all queries, search results may be
analyZed by the comparator 116. The results may be com
pared With other results Within the relevant parameter Win
doW. Such comparison can take place immediately or the

40

matches for social security numbers (i.e. a regex of m/\d\d\d\

\d\d\-\d\d\d\d)/), credit card numbers, account numbers,

parameter WindoWs. The system current time or date for a

secured pages, pages that included more than a set amount of

submitted query may be compared to time or date-stamped
result sets for queries submitted in the past.
When a query is made, the system 102 preliminarily
retrieves current results, and/or retrieves past results if the
same query has been made previously Within a limited time
WindoW. The system locates other searches that are synony
mous With returned results to greater than a speci?ed amount,
for example, 50% as measured by tWice the number of iden
tical results divided by the sum of all results in tWo sets, or
other ratio, or a partial ratio, for example, as determined by
“all result sets Where the ?rst 20 results contain at least 10 of
the same results as this set contains.” Any useful similarity

user data in the GET request, all pages returned by POST
requests or POST request results exceeding a set siZe, queries

measure may be used. From those synonymous results that do

45

With names and/ or names not recogniZed on a list of “public

?gures”, or otherWise. Generally the search engine 102 may
screen incoming queries to identify any queries that seek
private information of a con?dential nature, and treat such

queries as not eligible to participate in result matching. The
50

reason for this is to prevent other users from inadvertently

discovering con?dential identifying information that may be
discemable from matched result sets for queries sharing com
mon terms, e.g., “John Doe.”
It is to be understood that query results may be limited to
55

any number, by date, or any other criteria in order to generate

not appear Within the original result set, results that have been

a set that meets the needs of the user.

highly ranked by users, that have a high “pagerank” if
returned via a GoogleTM search engine, that have had high

In addition, synonymous query data may be utiliZed to
determine phrases that users vieW as synonymous. Such
information may be “data-mined” or otherWise utiliZed in

click-through rates, or are otherWise identi?ed as having been
valuable results in response to the synonymous queries, are
added to the results page returned to the user. Optionally, they
may be identi?ed as from synonymous queries by an icon,
text, visual element, or other indicator on the search result

display. The synonymous queries and/or results from such
queries may optionally be displayed, made available as a
single link or a collapsed menu item, displayed in a separate
section of the results, or otherWise.

60

order to better target advertising, provide a useful phrase
thesaurus, assist in automated translation tasks, or any other
use.

65

In accordance With the foregoing, a search provider sys
tem, such as a computer server, may be con?gured to perform
a method 200, as shoWn in FIG. 2, using any suitable pro

gramming technique. A computer-readable medium or device
accessible by the computer may hold instructions, that When

US 8,386,476 B2
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loaded into the computer processor, cause the computer to

given in the discussion above. At 214, the computer identi?es

perform the actions shoWn in FIG. 2. The computer may
comprise a client con?gured for receiving input from a user

relative to the result set for that query input at 202.

via a keyboard or other input device, or a server receiving
input from one or more connected computers. At 202, the

sets that Were identi?ed as similar to the present result set. The

one or more result sets that pass a threshold similarity screen

At 216, the computer retrieves the corresponding result

computer may receive query input, for example using a search
interface including a form enabling entry of keyWords, and
optionally Boolean operators specifying relationships such as

computer may retrieve stored result sets from a database,
regenerate the result sets from summary data, or obtain neW

result sets for the corresponding queries used to obtain the
original result sets. At 218, the computer may merge the

“AND,” “OR,” or “NOT” for the keyWords, operating on a

client. In response to completion of entry of keyWords,

original and similar result sets. Various examples of merging

phrases, and/or Boolean operators making up a query as
signaled by a user, for example by selection of a “submit”
button, the client may transmit the query to a search proxy
server, Which may receive the query 202 and transmit it 204 to

have been presented above. In a merge operation, the com
puter may identify results in the similar results sets that are

not present in the original result set (i.e., unique result items),

a search engine operating on the server or on some other
server.

The search engine may process the query in any suitable
manner to obtain a list of search results. Each item in the list
may comprise an address or link to an information object

responsive to the query, and may include other information
such as short excerpts from the listed information objects,
metadata concerning each information object, or both. The
search engine may transmit the search results to the computer,
Which receives them at 206.
Optionally, the computer may summarize the search result
list 208 (also called a result set) to provide a more compact
data ?le for comparison to other search result lists, to reduce

20

25

marked With an icon or other marker signifying a result taken
from a similar result set and not present in the original set. In
30

Without eliminating essential information, using any suitable
compaction process. For example, the computer may remove
duplicate or non-essential information from a result list,

retaining only such information that is essential to identify a
result, such as a URL or other netWork address for each search

hit and its rank Within the list. In the alternative, or in addition,
the computer may transform a search result data ?le using a
data compaction algorithm to prepare a compacted ?le
expressing the information from the search result ?le in a
more ef?cient data format. At 210, the computer may store the
original search result list in a database or other data structure,
for future use. The computer may manage stored data by

35

Protecting User Privacy
The collection and archiving of search result sets may
40

ing queries submitted to a search engine, regardless of the

methodologies employed by the search engine. Therefore,
methods and systems for providing search results as
45

This privacy protection may be accomplished in various
Ways. FIG. 3 shoWs an exemplary system using a client-side

application 300 for protecting client privacy in conjunction

result sets for past queries. In addition, the computer may ?rst
50

of result sets. The computer may perform such selection by
applying any one or combination of the parameter screens
55

that are too old relative to the current set. For further example,

result sets that are responsive to queries originating from
clients outside a designated geographic area (e.g., the United
States, or a particular region) may be eliminated from con

60

sideration for comparison. In the alternative, instead of
entirely eliminating result sets subject to a parameter screen,
the computer may apply a stricter standard of similarity for
such sets.

As noted above, any measure of similarity may be used as
inputs to a test 214 for identifying past query results that are

suf?ciently similar to the present result. Various examples are

described herein may be implemented so as to preserve user

privacy concerning What subjects are of interest to the user.

betWeen a current result set and a stored database of prior

discussed above. For example, the sets for comparison may
be selected as being generated Within a designated time
period of the current set, to avoid comparisons With result sets

create the potential for undesirable discovery of private infor
mation concerning user preferences and interests. In addition,
may users may desire to maintain a level of privacy concem

corresponding summary ?les, and avoiding storage of dupli

select the prior result sets that are to be compared or tested for
similarity With the current result set, out of a larger collection

the alternative, the added items may be formatted in a ranked
list With the original items, With no indication that the added
items Were not present in the original results list. Finally, the
computer may output a Web page or other document contain
ing the merged result set to a client for output to a display
device, or directly to a display device.
Accordingly, more useful and consistent search results

may be provided in response to user-formulated queries.

deleting or archived older or rarely used result sets or their

cate records. Separately, the computer may maintain a results
tally to measure the popularity of particular result sets.
At 212, the computer may determine a similarity measure

similar result sets are identi?ed by the test. As disclosed
above, results may be formatted so that items added to the
merged result set are indicated in some fashion, such as by

being grouped together in a separate section, or by being

storage requirements, increase comparison speed, and gener
ally improve system ef?ciency. To “summarize,” in the
present context, refers to reducing the siZe of a data ?le

and create a merged set comprising the unique result items
from the similar sets and all items from the original set, and
avoiding inclusion of duplicate items. In addition, the com
puter may rank or classify the unique items for inclusion in
the merged set relative to the original items.
At 220, the computer formats the merged set according to
a de?ned template for presenting data results, for example as
a Web page. This function may be performed on the original
result set immediately after the testing operation 214, if no
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With a result-matching system as shoWn in FIG. 1. It should be
understood that the application 300 may operate on any suit

able client, for example on palm (portable) computer 104 or
personal computer 106 as shoWn in FIG. 1. An apparatus for
performing the described functions may therefore comprise a
suitable client including a processor, memory, and pro
grammed instructions 300 such as those computers described
hereinabove.
The search engine may be con?gured to transmit a plurality
of result sets 302 Within the relevant parameter WindoW to the
broWser 300, instead of and more than just a matching result
set. “Browser” as applied to application 300 is merely a term
of convenience, and does not limit application of the
described functionality to a particular class of softWare. If
may be convenient to incorporate the described functions in a
broWser application, or conversely, to implement in a separate

application. BroWser 300 (also called a “pseudo-browser”

herein) may operate independently from the search engine
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and may be con?gured to appear to the search system to
operate as any other prior-art browser con?gured to receive

The pseudo-broWsing application may provide output as a
menu interface, tabbed broWsing interface, or other interface
alloWing selection of results by a user. The pseudo-broWser
may be con?gured to select and doWnload decoy information
from search result lists. The decoy information may be

search results, although actually functioning differently from
prior-art broWsers.
In addition, the search engine may be con?gured to also
transmit information for characterizing each set in the plural

selected by a random or schematic process from so as to

ity of result sets, such as Weighting or relevancy data or

appear to represent choices by a user; such information may

rankings, to enable softWare 300 in a memory of a client

be referred to as simulated user selection data and the process

computer to select a set or sets of results to include as most

of generating the simulated information as simulating user
selections. The user may be able to interact With alternative

relevant to a particular query. Thus, for example, a user

searching for “dating services” may receive dating services

rendered pages displayed by the pseudo-broWsing applica

results Where each result is coded, to the extent possible, With

tion to vieW additional data or to further mislead the search

information about the sexual orientation to Which those ser

provider as to the client operator’s actual input that might
reveal true private preferences. The speed With Which the

vices apply. The user’s broWser 300 may then ?lter the results

according to the user’ s preferences (?lter criteria), all Without
providing the ?lter criteria to the service provider. To further
preserve user privacy the client-side broWser may “internally

internally (non-displayed or alternative) rendered pages are

doWnloaded, rendered, or automatically “clicked through”
may be varied by a random amount, or the simulation of user

render” pages for more than one set of user preferences,

loading the images, iframes, and other data required to dis
play the various result sets. Thereby the client Will generate

20

information requests 304 that are unrelated to the information

actually selected by the user for vieWing, and these unrelated
“intemally rendered” or “pseudo-” information requests Will

gaining information useful to determining the user’s private

preferences.

serve to screen or mask Which content is actually of interest to

the user. The broWser 300 may further include information

25

requests 306 related to information actually selected by the
user for vieWing, con?gured in a plurality of requests 308 so
as to be indistinguishable in character from pseudo-requests
304.
In other Words, application 300 operates so that a server

interaction may be generated in simultaneous concert With
the user’s interaction With the displayed, non-altemative
search results, in order to prevent the search provider from
determining automated search result interaction and thereby

In the alternative, the technology as described above may
be adopted for use With ranking sites such as digg.com, inter
net directories, or any site Where user privacy may be com

promised by a content provider tracking personal data and/or
IP address in conjunction With clicked links. To clarify that a
30

pseudo-broWser technique is being used, if desired, the user

system receiving the plurality of requests 308 is deprived of
any secondary information that might be used to distinguish

may optionally transmit such information to the information

the actual requests 306 from the pseudo-requests 304. While
the broWser displays only the desired result set 310 to the user
according to user-speci?ed ?lter criteria, the ?lter criteria is
not provided to the search provider and is instead maintained
only at the client terminal. Therefore, it is not possible for the

transmitted HTTP headers or identifying the same in the
reverse DNS of the user computer or proxy. It is further to be

provider, such as by modifying a browser type variable in

35

understood that the present technology may apply to any data

40

or function, and is not limited to Web broWsers.
FIG. 4A shoWs one example of a pseudo-broWsing method
400 that may be implemented on a computer client in con
nection With use of a search engine. At 402, the client may

interaction device or function or data retrieval or query device

search provider to use data about Which result set Was ren

dered in order to discern the user’s private preferences. For
example, the broWser 300 may operate to retrieve the ?rst,
second, random, or other one or more of the linked search

receive query input, comprising at least tWo keyWords. At

results from each of the internally rendered result sets,

404, the client may select at least one of the keyWords, and
generate a second query comprising all of the keyWords from

thereby further preventing the search provider from discem

ing the user’s private preference by tracking click-throughs,
surreptitiously including fake sites Within the results for the

45

purpose of getting the user to click and thereby reveal his
internal preference, or otherWise. It is to be understood that
When “user computer” or “client” is referenced above, it may
comprise a proxy server Which serves more than one user and

thereby makes it even more dif?cult to track the query back to
the user in a manner that could reveal the user’s private

50

At 408, the client may receive results responsive to the
second query from the external search engine. In response,

preferences.
More generally, to prevent a search engine or other infor

the client may retrieve the stored one or more keyWord 410

mation provider from collecting client preference informa
tion Without a user’s consent, the client-side pseudo-broWs

55

ing application 300 may operate betWeen the search engine
and a true client broWser. The pseudo-broWser may provide
for client access to results contained in matching result sets,

from memory. The client may then ?lter the results With the
removed and stored keyWord or keyWords, to obtain ?ltered
results that are responsive to both the keyWords in the second
query and the removed keyWords. The client may then output
the ?ltered results to a display device or other output device as

collecting true broWsing input from the client and providing
simulated or pseudo-broWsing information to the search

the ?rst query, except for the one or more keyWords selected
for removal. Selection may be performed in response to user
input designating one or more keyWords as “private” and not
to be submitted to a search engine. The client may store 406
the one or more keyWords selected for removal in a client
memory or database. The client may then submit the second
query to an external search engine.

responsive to the query input at 402. The client may thereby
60

engine or other information provider. Preferably, the pseudo
broWsing information resembles true broWsing data, but does
not accurately represent true broWsing input to the client
broWser. Therefore, although the search engine provides

provide responsive results Without supplying complete query
information to the search engine.
FIG. 4B shoWs a second method 450 that may be coupled
With method 400, or in the alternative, may operated indepen
dently of method 400 on any information set that includes

ing accurate information about client preferences by record

interactive links or other objects for requesting further infor
mation, for example, a Web page containing interactive

ing user selections from search result lists.

objects. An example of such as Web page is a search result list

many search results to the client, it is prevented from obtain
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query result to multiple prior query results returned by
the search engine in response to prior queries, to deter

containing a list of hyperlinks. Such a page may be displayed
on an display device of a client at the initiation of method 450

by the client.
At 452, the client may receive selection input responsive to

mine a similarity measure betWeen the ?rst query result

and each of the multiple prior query results, Wherein the
comparing includes counting a number of identical

the displayed Web page or other interactive object. The selec
tion input may be cached at the client and transmitted 456 to
a server at times selected by a simulation algorithm operating
on the client. At 454, Which may be performed before, after,
and/ or While receiving the selection input, the client may

result items included in both the ?rst query result and in

the each of the multiple prior query results, and deter
mining the similarity measure for respective ones of the

prior queries by computing a ratio betWeen tWice the

simulate selection input by processing the page or object
using an algorithm that randomly or using some predeter

number of identical result items and a sum count of total

result items in the ?rst query result and in respective
ones of the multiple prior query results for the prior

mined scheme, or a combination of random and predeter
mined schemes, activates selection objects on the Web page.
The simulated selection input may be cached at the client or
transmitted 456 immediately after it is generated to a server.

queries;
identifying unique result items in one or more of the mul

tiple prior query results for Which the similarity measure

The client pseudo-broWser application may intersperse and

exceeds a similarity threshold of 90% that are not

pace the transmittal of user selections and simulated user

included in the ?rst query result; and
combining the ?rst query result and the unique result items

selections so that it is di?icult or impossible to reliably dis
tinguish actual and simulated selections at the server end.
HoWever, the client maintains a record of the simulated selec
tions, the actual user selections, or both at the client level, for
use in processing responsive objects received from the server.
At 458, the client may receive linked objects or information
(content) responsive to the user selections and the simulated

selections, in accordance With normal operation of the links.

as a combined search result responsive to the ?rst query,
20

of any result that appears in the ?rst query result and in
any one of the multiple prior query results.

2. The method of claim 1, further comprising formatting
the combined search query so that the unique result items are
25

At 460, the client may determine Which of the linked content
is responsive to simulated selections or user selections, such

presented in a rank order interspersed With items of the ?rst
query result.

3. The method of claim 1, further comprising formatting
the combined search query so that the unique result items are

as by reference to a record of user selections or simulated

selections maintained in a client memory. For content that the
client determines is received in response to a user selection,
the client may output the content 462 in a conventional fash

Wherein the combined search result excludes duplicates

30

presented With a visible indicator to indicate that the unique
result items Were not returned by the search engine in
response to the ?rst query.

ion. The content Will generally include responsive links to

4. The method of claim 1, further comprising formatting

further content, and thus the client may reneW the cycle at 452
for the delivered content, in response to output 464 from the
delivered content generated by further user selection of links.
For content that the client determines is received in
response to a simulated selection, the client may optionally
simulate some further interaction With such content 466. For
example, the client may selection some link on the content
using a random or schematic algorithm. In turn, such simu
lated selection may lead to further simulated output 468
Which may be directed to the server, causing additional con
tent responsive to the simulated selection to be received 458.
This may create an endless loop of ever-increasing simulated
selections and responsive content that could quickly over

the combined search query so that the unique result items are
presented in a separate section from the ?rst query results.
35
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6. The method of claim 1, further comprising selecting the
multiple prior query results by applying a ?lter to a larger set
of prior query results.
7. The method of claim 6, further comprising selecting the

multiple prior query results by applying the ?lter to select
results Within a de?ned time WindoW of the ?rst query.
45

Whelm the system, if not managed appropriately. HoWever, it

8. The method of claim 6, further comprising selecting the
multiple prior query results by applying the ?lter to select
results Within a de?ned geographic region associated With a

should be relatively easy to manage the simulation process so
that it does not overWhelm system resources. For example, a

source for the ?rst query.

governor mechanism may be programmed into the system
that prevents the rate of simulated selections at the client from
exceeding a de?ned proportion of the actual user selections.
Whether this is ten time the number of user selections, one

5. The method of claim 1, further comprising determining
the similarity measure by determining a difference in rank for
the identical result items betWeen the ?rst query result and in
the each of the multiple prior query results.

50

9. The method of claim 1, further comprising generating an
index for comparing the ?rst query results to the multiple
prior query results.
10. A computer-readable memory medium encoded With

times the number of user selections, or some other ratio may

instructions con?gured to cause a computer to perform opera

depend on a desired balance betWeen privacy, e?iciency for
the available netWork and computing resource.
FIGS. 4A and 4B exemplify methods for implementing a
pseudo-broWsing application as described herein. Other
methods may also be suitable in accordance With the inven

tions comprising:
55

?rst query result, the ?rst query result to prior query
results responsive prior queries, to determine a similar
ity measure betWeen the ?rst query result and each of the

prior query results Wherein the comparing includes

tive principles of the present disclosure. Users may thereby
obtain information from a computer netWork While masking
and/ or Withholding information from Which the user’s actual
information interests may be ascertained.
What is claimed is:
1. A method comprising:

60

in response to a ?rst query to Which a search engine returns
a ?rst query result, comparing, at a server con?gured to

65

receive the query results from a search engine, the ?rst

comparing, in response to a ?rst query associated With a

counting a number of identical result items included in
both the ?rst query result and in the each of the multiple

prior query results, and determining the similarity mea
sure for respective ones of the prior queries by comput
ing a ratio betWeen tWice the number of identical result
items and a sum count of total result items in the ?rst

query result and in respective ones of the multiple prior
query results for the prior queries;
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identifying unique result items in one or more of the prior
query results for Which the similarity measure exceeds a

similarity threshold of 90% de?ned by being not
included in the ?rst query result; and
providing the ?rst query result and the unique result items
as a combined search result responsive to the ?rst query,

Wherein the combined search result excludes duplicates
of any result that appears in the ?rst query result and in
any one of the multiple prior query results.
11. The computer-readable memory medium of claim 10,
further encoded With instructions con?gured to cause a com

puter to select the prior query results by applying a ?lter to a

larger set of prior query results.
12. The computer-readable memory medium of claim 11,
further encoded With instructions con?gured to cause a com

puter to select the multiple prior query results by applying the
?lter to select results Within a de?ned time WindoW of the ?rst
query.

13. The computer-readable memory medium of claim 11,
further encoded With instructions con?gured to cause a com
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puter to select the multiple prior query results by applying the
?lter to select results Within a de?ned geographic region
associated With a source for the ?rst query.

14. The computer-readable memory medium of claim 10,
further encoded With instructions con?gured to cause a com

puter to format the combined search query so that the unique
result items are presented in a rank order interspersed With
items of the ?rst query result.

15. The computer-readable memory medium of claim 10,
further encoded With instructions con?gured to cause a com

puter to format the combined search query so that the unique
result items are presented With a Visible indicator to indicate

that the unique result items Were not returned by the search
engine in response to the ?rst query.
16. The computer-readable memory medium of claim 10,
further encoded With instructions con?gured to cause a com

puter to format the combined search query so that the unique
result items are presented in a separate section from the ?rst
query results.

