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1
GRAPHIC DATA ALTERATION TO ENHANCE
ONLINE PRIVACY

CROSS-REFERENCE TO RELATED
APPLICATION

This application is a continuation application of Ser. No.
13/349,546, now U.S. Pat. No. 8,744,119, which claims pri-
ority pursuant to 35 U.S.C. §119(e) to U.S. provisional appli-
cation Ser. No. 61/431,965, filed Jan. 12, 2011, which appli-
cations are specifically incorporated by reference, in their
entireties.

BACKGROUND

1. Field

This application relates to methods and systems for image
data processing and image sharing over a network.

2. Description of Related Art

Anonymity on the internet is being destroyed by technol-
ogy that allows searching databases of images for people.
There are services such as “tineye” that find duplicate photo-
graphs, and technology such as Google’s Picasa are capable
of going much further, identifying a person in a photograph
and then finding them in other photographs. For example, a
Congressman’s swearing-in photo might be used to develop
the set of facial characteristics that are then looked for in other
pictures, leading to the location of otherwise obscurely
located embarrassing bachelor party pictures. See also the
United States patent on the subject, “Method and Apparatus
for Photograph Finding”, U.S. Pat. No. 7,454,498 and related
continuations. It would be desirable for people who publish
personal images on computer networks to conveniently
ensure that posted images will not be subject to undesired
image recognition applications, but solutions to provide such
protection while still enabling online sharing of personal
image data are either currently unavailable or suffer from
substantial limitations in convenience or effectiveness.

SUMMARY

Methods and systems for image processing to protect
specified personal identities or geographic locations from
automatic recognition, or graphic data alteration to enhance
online privacy, are described in detailed in the detailed
description, and certain aspects are described or summarized
below. This summary and the following detailed description
should be interpreted as complementary parts of an integrated
disclosure, which parts may include redundant subject matter
and/or supplemental subject matter. Omissions in either sec-
tion do not indicate priority or relative importance of any
element described in the integrated application. Differences
between the sections may include supplemental disclosures
of alternative embodiments or additional details, or alterna-
tive descriptions of identical embodiments using different
terminology, depending on the nature of the differences.

In an aspect, a method for graphic data alteration to
enhance online privacy may include a number of steps, all of
which may be performed by a computer, either automatically
or semi-automatically. The method may include altering at
least one recognizable metric or text in a digitally-encoded
photographic image by a computer operating an alteration
algorithm in response to user input data while preserving an
overall aesthetic quality of the image and obscuring an iden-
tity of at least one individual or geographic location appearing
in the image. The method may further include storing, in a
computer memory, an altered digitally-encoded photographic
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image prepared by the altering of the at least one recognizable
metric or text in the digitally-encoded photographic image.
Altering the image may include altering selected facial rec-
ognition metrics. In addition, or in the alternative, altering the
image may include scrambling text.

As used herein, an “aesthetic quality” means a quality
determined by the subjective taste of an individual human
being, or collectively by an aggregate of subjective tastes of a
group of individual human beings. An aesthetic quality may
be measured using an input-output processing machine, such
as a computer, collecting user input from user input devices
that is correlated to machine outputs such as graphic displays
of a set of images under consideration. A heuristic aesthetic
quality measuring algorithm may be trained by human inputs
to recognize values for a set of image parameters that an
individual person, or a group of persons will subjectively
perceive as preserving an overall aesthetic quality of an
image. Such a heuristic aesthetic quality measuring algo-
rithm, after an initial training period, may be used to provide
input for automatic control of alterations to images so as to
preserve an overall aesthetic quality of the images, with or
without further user feedback, for an individual user or a
group of users.

In another aspect, the method may include controlling at
least one parameter of the alteration algorithm so as to
obscure the identity from automatic recognition by an image
recognition algorithm to below a defined minimum confi-
dencelevel. Inaddition, the method may include modifying at
least one parameter of the alteration algorithm in response to
user input specifying the desired confidence level.

User feedback may be used to train a heuristic algorithm so
as to produce altered images that preserve a desired aesthetic
quality of an image while obscuring an identity, for example
a personal identity that is recognizable using a facial recog-
nition algorithm. Accordingly, a method may include pub-
lishing the altered image in an electronic medium, and receiv-
ing user feedback data, by a computer server via a
communications network, regarding at least one of whether
(a) the overall aesthetic quality of the image is preserved by
the altered image or (b) the identity is obscured in the altered
image. The method may further include modifying at least
one parameter of the alteration algorithm in response to the
user feedback data. The method may further include repeat-
ing the altering at least one recognizable metric or text in the
digitally-encoded photographic image, based on a modified
parameter of the alteration algorithm from the modifying at
least one parameter of the alteration algorithm.

In another aspect, the method may include defining an
alteration algorithm for the altering so as to obscure the iden-
tity from automatic recognition using a minimal value of

A= > a0
liwo M

0

wherein 01 is a measure of metric alteration each of for a
number M of different facial recognition metrics. The method
may further include selecting the number M of metrics so as
to lower each applied di to below a human-perceptible thresh-
old. For example, the number M may be increased, thereby
causing an increased number of alterations on a image, while
the amount of each alteration is decreased. To use a simple
example, instead of changing an amount of separation
between eyes on a face by at least 10% to prevent automatic
facial recognition (i.e., M=1 and 4i>+10%), the alteration
may change an amount of separation between the eyes by a
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lesser amount, and may also change some other metric, for
example the width of the mouth (e.g., M=2 and 4i<+10%).

In an alternative aspect, the method may include identify-
ing a recognition parameter set based on the recognition
algorithm, wherein the recognition parameter set is defined
by a set of parameter range values outside of which the
recognition algorithm cannot recognize the identity above the
defined minimum confidence level. In such case, the method
may further include defining parameter values for the alter-
ation algorithm used in the altering of the image within the
recognition parameter set. In addition, the method may fur-
ther include controlling at least one parameter of the alter-
ation algorithm so as to preserve an overall aesthetic quality
of'the image as determined by an aesthetic quality measuring
algorithm to above a defined minimum preservation level.
The aesthetic quality measuring algorithm may be a heuris-
tically trained algorithm that has previously been trained by
user feedback over a sample set of images. The method may
further include identifying an aesthetic preservation param-
eter set based on the aesthetic quality measuring algorithm,
wherein the aesthetic preservation parameter set is defined by
a set of parameter range values outside of which the aesthetic
quality measuring algorithm determines that the aesthetic
quality of the image has changed in an amount that exceeds
the defined minimum preservation level. The method may
further include determining a third set of parameter values by
a set difference of the aesthetic preservation parameter set and
the recognition parameter set, wherein the set difference is
defined as parameter values that are members of the aesthetic
preservation parameter set and are not members of the rec-
ognition parameter set.

In related aspects, an apparatus for graphic data alteration
to enhance online privacy may include a processor coupled to
a memory and a network interface, the memory holding
instructions that when executed by the processor cause the
apparatus to perform any of the methods and aspects of the
methods summarized above or described elsewhere herein.
Certain aspects of such apparatus (e.g., hardware aspects)
may be exemplified by equipment such as a network interface
for network communications. Similarly, an article of manu-
facture may be provided, including a non-transitory com-
puter-readable storage medium holding encoded instructions,
which when executed by a processor, may cause a specialty
device configured as an image processing server or client
node to perform ones of the methods and aspects of the
methods described herein.

Further embodiments, aspects and details of the method
and apparatus for graphic data alteration to enhance online
privacy are presented in the detailed description that follows.

BRIEF DESCRIPTION OF THE DRAWINGS

The present technology, in accordance with one or more
various embodiments, is described in detail with reference to
the following figures. The drawings are provided for purposes
of illustration only and merely depict typical or example
embodiments of the technology. These drawings are provided
to facilitate the reader’s understanding of the technology and
shall not be considered limiting of the breadth, scope, or
applicability of the technology.

FIG. 1is a block diagram showing an example of a system
for graphic data alteration to enhance online privacy and
related operations.

FIG. 2 is a diagram illustrating concepts related to facial
recognition.

FIG. 3 is a flow chart showing an example of a method for
graphic data alteration to enhance online privacy.
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FIG. 4 is a diagram illustrating aspects of set operations for
determining parameters of an image alteration algorithm for
preserving an overall aesthetic quality of an image and
obscuring an identity of at least one object appearing in the
image.

FIG. 5 is a block diagram illustrating aspects of an appa-
ratus for performing a method as shown in FIG. 3.

DETAILED DESCRIPTION

To improve anonymity, an apparatus may process image
data to defeat the ability of automated programs to identify
faces or other elements. Image data may be provided in a great
variety of formats, for example, TIFF, GIF, JPEG, MPEG,
and so forth, which may include both still images or video
frames. The present technology is not limited to a particular
image data format. The present technology may include a
method wherein the same criteria utilized by a computer
performing automatic analysis of images to identify faces
(i.e. distance between pupils, distance from tip of nose to ears,
similar metrics) to trick the identification software. The tech-
nology may include a image alteration method similar to
those used in Photoshop’s™ “Puppet Warp”, “Liquify”, or
other manipulation techniques to introduce minor modifica-
tions to the facial or other photographic characteristics, for
example body characteristics or even vehicle, house, or other
object characteristics when attempting to keep such photo-
graphs “private”. In such methods, the amount of alteration
may be automatically controlled according to techniques as
disclosed in more detail herein to achieve anonymity without
sacrificing a desired overall aesthetic quality for an image. In
an example, one might take a photograph of a 9 year old
daughter, submit it to the program, elect a “moderately
aggressive” obscuration level, and the program would
slightly enlarge the distance between her eyes, reduce slightly
her nose and ear size, slightly shorten her chin and plump her
lips. The more aggressive the modifications, the more likely
the changes would cause a noticeable (to humans) alteration
in appearance, but the billions of photographs online provide
such a large database to compare to that even changes small
enough to be imperceptible to the human eye may often be
sufficiently significant to a computer program to cause it to be
unable to identify an altered image as being of the same
person as an unaltered image. Alterations may need to be
more aggressive as computing power and recognition algo-
rithms improve, or if there is a need to defeat recognition
within a smaller subset of photos, for example, within a
geocoded group of photos taken within a limited geographic
area. The aggressiveness of the alterations may be set manu-
ally, or automatically depending on the metadata or other
indicia of uniqueness within the photograph.

To add to the anonymity, text accompanying photographs
can optionally be scrambled and made non-searchable by
scrambling the middle letters. Humans are capable of reading
sentences where the letters in each word are all present, the
first and last letter are in proper position, but the remaining
letters are randomized. For example, “Hnumas are calabple of
rdeanig seetnnces whree the leettrs in ecah wrod are all psen-
ret”. This may be done in conjunction with facial alteration, or
independently of it.

Inaddition, identical alteration schemes may be applied for
each of a group of photos. This way, for example, all public
photos of Congressman Smith might be identically altered
(i.e. eye distance increased by 4%, nose size reduced by 2%,
etc), so that photos within a group would be associated by
automated identification software. One searching for Con-
gressman Smith photos would then be able to find all of the
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altered photos as identified with appropriate text or tags in the
contextual web page, but would not be able to find the unal-
tered “frank smith” photos. This kind of grouping would
reduce the chance that an unaltered photo would be seen as
similar to an altered photo. That is, a set of randomly altered
photos might fit into a resulting continuum of alterations done
around a common feature set, namely the metrics of the
original unaltered photo, thereby increasing the risk that that
the photos could at least in theory be identifiable as belonging
to the same group. By applying systematic alterations to a
group of photos, a photo publisher may in essence generate a
new “median” common feature set for the person at issue. As
used herein, a “scheme” means an algorithm including a set of
parameters that may be varied to control how the algorithm
operates, and may sometimes be used interchangeably with
“algorithm.”

FIG. 1 shows a system 100 including a client or user inter-
face component 106 connected to an image processor 102,
directly or via a WAN cloud 110. The processor 102 may be,
or may include, one or more computer processors, for
example multi-core or single-core processors sold under vari-
ous product names from suppliers such as Inte]™, AMD™
and others. The user interface component may receive digital
signals from a user interface device 108, for example a touch-
screen, keyboard, camera or microphone, derived from physi-
cal user input. The image processor 102 may comprise vari-
ous components or modules 114, 116 and 118, which may be
coded in hardware, firmware, software, or some combination
of' the foregoing. Accordingly, the modules 114, 116 and 118
may be, or may include, a computer memory or non-transi-
tory computer-readable medium holding instructions execut-
able by the processor 102 to cause an image alteration appa-
ratus to perform one or more operations of the methods
disclosed herein. The modules 114, 116 and 118 coupled to
the processor 102 may include means for image analysis,
means for defining an alteration scheme, and means for image
alteration. Each of said means may include the processor 102
operating an algorithm, according to more detailed aspects of
algorithms and/or data processing or input/output operations
as disclosed elsewhere herein. In addition, the processor 102
may receive information from a de-constructor module 124,
which may be included in programming for the processor or
linked to it via a link from an external device.

One or more digitally encoded photographic images 104
from any suitable source may provide input for system 100.
An image 104 may be provided to the processor 102 by any
suitable method, for example by uploading from a remote
client or downloading from a remote storage or cloud storage
resource. Generally, the image should be unpublished to a
public forum at the time it is provided to the processor 102 for
alteration, because a purpose of the alteration is to protect the
privacy of persons or personally-identifiable objects appear-
ing in the image 104. In an embodiment, a purpose is to
prevent an automatic facial or personal recognition algorithm
from recognizing the identity of specific persons or places
appearing in the image 104.

To this end, the de-constructor (i.e., reverse engineering)
component 124 may operate independently to determine one
or more recognition boundaries of an applicable recognition
algorithm 122. “Recognition boundaries” may be, or may
include, a parameter set for applicable metrics that is defined
by a set of parameter range values outside of which the
recognition algorithm cannot recognize the identity above the
defined minimum confidence level. The recognition algo-
rithm 122 may generally be considered to be a “black box™
under the control of an entity independent of any operator of
processor 102. Thus, use of the de-constructor assumes that it
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is not possible to directly determine how the recognition
algorithm 122 operates; for example, if source code for the
algorithm 122 is available to the operator of the image pro-
cessor 102, there may be no need to operate a de-construction
component 124.

The deconstruction component 124 may determine recog-
nition boundaries by submitting a collection of images to the
algorithm, including images of the same person or place in
which details have been altered by varying amounts, then
using the algorithm to identify matches against an unaltered
photograph of a person or place. Results of the search
returned by the recognition algorithm 122 may be analyzed to
determine how much alteration is needed to renter a person or
face unrecognizable to the algorithm, optionally as a function
of'the amount of image data searched. Analysis results may be
compiled to prepare data for use by a module 116 for defining
an alteration scheme. De-construction may be performed
automatically, semi-automatically, or manually.

The processor component 102 may include a component
114 for performing image analysis. The component 114 may
automatically or semi-automatically identify objects appear-
ing in the digital image. For example, the photograph 102
may be digitally analyzed to identify one or more faces
appearing in the image, and then via the user interface 106
solicit and receive user input selecting one or more of the
faces for alteration. Similarly, the application may identify
recognizable text appearing in the image 104, and receive
user input via the user interface 106 designating one or more
text areas for alteration.

The processor component 102 may also comprise a com-
ponent 116 for defining an alteration scheme for altering
selected portions of an image 104. The alteration scheme may
be defined in response to user input and using information
available for the applicable recognition algorithm or data set
size to provide a specified level of confidence that, after
alteration, the object will not be recognized by the recognition
algorithm operating on the assumed data set and an overall
aesthetic quality of object will be preserved. Default present
values may be provided upon program initialization, and
users may be enabled to change default values via the user
interface 106. For example, a default confidence level for
non-recognition may be set at 98%, and a user may change
this to any desired value, for example 99.99% or 90%. In
general, lowering the confidence level will result in less alter-
ation of the image and raising the confidence level will result
in greater alteration of the image. Accordingly, by raising or
lowering a specified confidence value via a user interface to
the alteration scheme component 116, a user may directly
control an amount of overall aesthetic quality to preserve. In
addition, alteration schemes may be configured to alter image
metrics that are likely to be effective in preventing automatic
recognition algorithms from recognizing a person or place
appearing in a photograph, without causing a human who
knows the person or place to be confused—or even to notice
the alteration at all. The alteration scheme may include ran-
domly selected elements or parameters, for example param-
eters randomly selected from a defined range of possibilities.

The image processor 102 may further comprise an image
alteration component 118 for altering the image in according
with a selected alteration scheme. Digitally this may be
accomplished by translating and/or stretching selected parts
of'the image to be altered using an automatic alteration algo-
rithm, in amounts defined by the alteration scheme, to provide
an altered image 120. The altered image 120 should not
contain information that would enable restoration of the
original image 104 by anyone not possessing the original. For
example, the altered image should be scrubbed of any meta-
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data indicating what alterations were made and should not
include any tell-tale artifacts indicative of particular alter-
ations. Such artifacts may be avoiding by using a well-de-
signed alteration algorithm that introduces random or quasi-
random variability in altered pixel values, so that altered pixel
values are not rigidly determined by adjoining unaltered pix-
els appearing in the image 120. The altered image may be
stored in a memory device or non-transitory computer-read-
able medium, and/or provided to auser-specified client 106 or
server 112 via a WAN 110.

FIG. 2 provides a simple example of facial feature alter-
ation using dual metrics ‘X’ and ‘Y appearing in an unaltered
facial image 200 and, after alteration, in an altered facial
image 202, for a metric number M. In should be appreciated
that in an actual facial alteration, dozens or hundreds of met-
rics may be involved, for example, M may be in the range of
about 10 to 1000. The example metric X defines a center-to-
center distance between the eyes and the example metric Y
defining a distance between the upper edge of the lips and the
center of the eyes. In the altered facial image 202, pixels have
been manipulated to change the distance between the eyes X
by an amount ‘0x” and the distance Y by an amount ‘dy.”’ The
altered face may be characterized by a sum of absolute values
of ‘i’ metric changes or M number of metrics as follows:

A= > 3
liwo M

0

Generally, it may be desirable to minimize the value of A by
finding the lowest value that will effectively prevent auto-
matic object recognition with the desired confidence level
over the anticipated image data set, while applying alterations
to a large enough M so that each alteration is very slight. That
is, M may be maximized to the effective limit defined by the
applicable recognition algorithm, which includes all metrics
used for recognition, while A is minimized by altering each
metric as little as possible. Of course, increasing M reduces
computational efficiency, so the alteration scheme should not
increase M beyond that needed to prevent automatic recog-
nition while preserving the aesthetic qualities of the image to
its intended audience. In addition, color or texture of skin tone
and eyes may also be altered, or text may be scrambled as
described above.

Aesthetic qualities, and a permissible amount of alteration
that preserves overall aesthetic quality, are subjectively deter-
mined by an individual or group. These parameters can be
systematically measured using a heuristic learning process
based on user feedback, and may remain fairly stable over
time for a given person or group. Thus, an image processing
apparatus may determine a level of A, M and/or di so as to
preserve overall aesthetic quality of an image according to
preferences of a person or group.

FIG. 3 is a flow chart showing an example of a method 300
for altering an image to prevent automatic recognition. At
302, the method may include receiving a digitally encoded
image for alteration at a processor, or accessing the image
identified by a user in a database. At 304, the processor may
analyze the image to identify objects, such as faces, text, or
locations, to be altered. Any suitable analysis method may be
used. At 306, the processor may define an alteration scheme,
to effectively prevent automatic recognition of the object to
be altered without noticeably impairing the aesthetic of the
image for its intended audience. For example, the processor
may operate to apply a minimum effective A over a suitable
large number M of metrics. In addition, or in the alternative,
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the processor may determine parameter sets for recognition
boundaries and quality preserving boundaries, and base the
alteration scheme on a set difference of the aesthetic quality
preserving parameters and the recognition boundary param-
eter values.

Independently, the processor or a different processor may
identify 312 one or more automatic facial recognition algo-
rithms that are to be defeated, and using an iterative testing
process, identify recognition boundaries 314 of the appli-
cable algorithm. These boundaries may be parameterized and
used for defining the alteration scheme 306. The operation
summarized at block 314 may include identifying a recogni-
tion parameter set based on an object (e.g., facial) recognition
algorithm, wherein the recognition parameter set is defined
by a set of parameter range values outside of which the
recognition algorithm cannot recognize the identity above a
defined minimum confidence level. In such case, the method
300 may further include at 306 defining parameter values for
the alteration algorithm used in the altering of the image
within the recognition parameter set.

In addition, the method 300 may further include at 306
controlling at least one parameter of the alteration algorithm
s0 as to preserve an overall aesthetic quality of the image as
determined by an aesthetic quality measuring algorithm to
above a defined minimum preservation level. The aesthetic
quality measuring algorithm may be a heuristically trained
algorithm that has previously been trained by user feedback
over a sample set of images. The alteration scheme may adopt
parameter values designed to cause the alteration to preserve
a designated amount of overall aesthetic quality of an image
while obscuring an identity of at least one object appearing in
the image to a designated recognition process. The designated
amount of quality preservation may be determined directly in
response to user input, for example by receiving user input
indicating a minimum confidence level that the alteration will
effectively defeat an automatic recognition process. In the
alternative, the designated amount of aesthetic quality pres-
ervation may be automatically determined using a predictive
algorithm as described herein, optionally a heuristic algo-
rithm, and optionally using set operations with a recognition
parameter set to define parameter values for the image alter-
ation.

In an aspect, the method 300 may further include, at 316,
identifying an aesthetic preservation parameter set based on
the aesthetic quality measuring algorithm, wherein the aes-
thetic preservation parameter set is defined by a set of param-
eter range values outside of which the aesthetic quality mea-
suring algorithm determines that the aesthetic quality of the
image has changed in an amount that exceeds the defined
minimum preservation level. The method may further
include, at 306, determining a third set of parameter values by
aset difference of the aesthetic preservation parameter set and
the recognition parameter set, wherein the set difference is
defined as parameter values that are members of the aesthetic
preservation parameter set and are not members of the rec-
ognition parameter set.

An example of such set relationships is presented in FIG. 4,
illustrating aspects of set operations 400 for determining
parameters of an image alteration algorithm for preserving an
overall aesthetic quality of an image and obscuring an identity
of at least one object appearing in the image. It should be
appreciated that the illustrated set operations are simplified
for clarity of example, and that in the practice of the method,
the set operations would involve determining many more
parameter values and processing many more set operations
than would be practicable except by a computer that is pro-
grammed according to the teaching herein. Accordingly, it
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should be apparent that such a computer should be used to
perform the computational operations described herein for
determining parameters of an image alteration algorithm that
preserve an overall aesthetic quality of an image while
obscuring an identity of at least one object (e.g., person or
geographic location) appearing in the image.

A first parameter set 4024 represents a recognition bound-
ary for a particular recognition process, e.g., a facial recog-
nition algorithm. The parameter set includes a set of param-
eter value ranges 406, 412, 418 and 424 arranged around a
baseline 404a. These ranges represent pictorially an amount
by which parameters of an image feature (e.g., an image of a
person’s face) can be altered without rendering the image
feature unrecognizable by the applicable recognition process.
Each range of parameter values 406, 412, 418 and 424 may
include values greater than (+) or less than (-) the baseline
404a, which represent the measured actual value. The base-
line value 404q is generally different for each parameter, and
the center value and width of the range relative to the baseline
may vary for each parameter. For example, parameter 406
may represent the distance between the top of the head and the
lower jaw, with a baseline value of ten inches for a particular
individual; parameter 412 may represent a distance between
the eyes with a baseline vale of four inches for the individual,
parameter 418 may represent the distance between the upper
and lower eyelid, with a baseline value of 0.5 inch for the
individual, and 424 may represent ratio of face width to
length, with a baseline value of 0.8, as so forth. These
examples are merely for illustration and are not intended to
represent preferred or typical values.

A second parameter set 4025 represents an aesthetic qual-
ity preservation boundary set corresponding to the same
parameters illustrated for set 4024a. The parameter values 408,
414, 420 and 426 represent a range of values respectively
corresponding to the same measures 406, 412, 418 and 424.
However, the parameter values in set 4025 are generated as
aesthetic preservation parameter set based on an aesthetic
quality measuring algorithm, wherein the aesthetic preserva-
tion parameter set is defined by the set of parameter range
values 408, 414, 420 and 426 outside of which the aesthetic
quality measuring algorithm or user input determines that the
aesthetic quality of the image has changed in an amount that
exceeds a defined minimum preservation level.

A third parameter set 402¢ represents a set difference of set
4025 and 402a. The set difference may be defined as param-
eter values 410a, 4105, 416 and 422 that are members of the
aesthetic preservation parameter set 4025 and are not mem-
bers of the recognition parameter set 402a. In some cases a
parameter value difference may result in a null result, for
example where a preservation parameter value range 426 in
set 4024 lies entirely within its corresponding recognition
parameter value range 424 in set 402a. In such cases, an
alteration scheme definition process 306 may select one of the
values 426a or 4264 just outside the recognition parameter
range 424, or may select the baseline value at 404a, or may
select some value within the range 426. It is anticipated that
using a much larger number of parameters should usually
obviate the need to alter the image with respect to every
parameter, and many parameters may be left unaltered or
minimally altered to the extent not needed to obtain a desired
confidence level of defeating a known maximally effective
recognition algorithm. In selecting parameter values for
image alteration, the definition process 306 may use a Monte
Carlo method or similar statistical/iterative process to iden-
tify a set of alteration parameter values that are most likely to
defeat known recognition algorithms in the anticipated pub-
lication space for the altered image, while resulting in a
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minimal change in the image aesthetic quality—thereby
minimizing the perceived change in quality experienced by
the intended target audience.

Referring again to FIG. 3, at 308, the processor may alter
the image according to the defined alteration scheme to pro-
duce an altered image using an alteration algorithm, so that all
metrics M selected for alteration are irrecoverably changed in
the altered image. At 310, the processor may transmit or
otherwise provide the altered image to a specified destination,
including but not limited to storing the altered image in a
computer memory. As noted image data may be stored in a
great variety of data formats, e.g., JPEG, TIFF, GIF, etc., and
any suitable format may be used.

With reference to FIG. 5, there is provided an exemplary
image processing apparatus 500 that may be configured as a
client or server computer, or as a processor or similar device
for use within the computer. The apparatus 500 may include
functional blocks that can represent functions implemented
by a processor, software, or combination thereof (e.g., firm-
ware). As illustrated, in one embodiment, the apparatus 500
may comprise an electrical component or module 502 for
altering at least one recognizable metric or text in a digitally-
encoded photographic image by an alteration algorithm while
preserving an overall aesthetic quality of the image and
obscuring an identity of at least one object appearing in the
image. The component 502 may be, or may include, a control
processor coupled to a receiver and to a memory, wherein the
memory holds encoded instructions for the algorithm using
parameters selected to preserve an overall aesthetic quality of
the image while obscuring an identity of at least one object
appearing in the image. The component 502 may be, or may
include, a means for altering at least one recognizable metric
ortext in a digitally-encoded photographic image by an alter-
ation algorithm while preserving an overall aesthetic quality
of the image and obscuring an identity of at least one object
appearing in the image. Said means may be, or may include,
the at least one control processor operating an algorithm. The
algorithm may include receiving image data in response to a
user input, receiving further user input designating one or
more parameter values for image alteration, retrieving param-
eters from a heuristic learning module designed to obscure
the object while preserving overall aesthetic image qualities,
and processing the image data to obtain altered image data
based on selected values of the parameters. The algorithm
may, in the alternative or in addition, include one or more of
the detailed operations 312-316 discussed above.

The apparatus 500 may comprise an electrical component
504 for storing an altered digitally-encoded photographic
image prepared by the altering of the at least one recognizable
metric or text in the digitally-encoded photographic image in
a computer memory. The component 504 may be, or may
include, a control processor coupled to amemory, wherein the
memory holds encoded instructions for causing the apparatus
to store output from the image alteration algorithm in a des-
ignated computer memory. The component 504 may be, or
may include, a means for storing an altered digitally-encoded
photographic image prepared by the altering of the at least
one recognizable metric or text in the digitally-encoded pho-
tographic image in a computer memory. Said means may be,
ormay include, the at least one control processor operating an
algorithm. The algorithm may include receiving image data
processed by the image alteration algorithm, configuring the
altered data according to a selected file format, and storing a
resulting image file in a selected computer memory.

In related aspects, the apparatus 500 may optionally
include a processor component 510 having at least one pro-
cessor. The processor 510 may be in operative communica-



US 9,135,493 B2

11

tion with the components 502-504 via a bus 512 or similar
communication coupling. The processor 510 may effect ini-
tiation and scheduling of the processes or functions per-
formed by electrical components 502-504 and similar com-
ponents.

In further related aspects, the apparatus 500 may include a
network interface component 514 for sending and receiving
data over a network, such as computer network or communi-
cations network. The apparatus 500 may further include user
input/output components 518, for example, a touchscreen
display, or non-touch sensitive display with a keyboard,
microphone, pointing device, or other separate user input
device. The apparatus 500 may optionally include a compo-
nent for storing information, such as, for example, a memory
device/component 516. The computer readable medium or
the memory component 516 may be operatively coupled to
the other components of the apparatus 500 via the bus 512 or
the like. The memory component 516 may be adapted to store
computer readable instructions and data for effecting the
processes and behavior of the components 502-504, and sub-
components thereof, or the processor 510, or any of the opera-
tions of the methods disclosed herein. The memory compo-
nent 516 may retain instructions for executing functions
associated with the components 502-504. While shown as
being external to the memory 516, it is to be understood that
the components 502-504 can exist within the memory 516.

In view of the exemplary systems described supra, meth-
odologies that may be implemented in accordance with the
disclosed subject matter have been described with reference
to one or more flow diagrams. While for purposes of simplic-
ity of explanation, the methodologies are shown and
described as a series of blocks, it is to be understood and
appreciated that the claimed subject matter is not limited by
the order of the blocks, as some blocks may occur in different
orders and/or concurrently with other blocks from what is
depicted and described herein. Moreover, not all illustrated
blocks may be required to implement the methodologies
described herein, or methodologies may include additional
operations that are described herein without being illustrated.

The steps of amethod or algorithm described in connection
with the disclosure herein may be embodied directly in hard-
ware, in a software module executed by a processor, or in a
combination of the two. A software module may reside in
RAM memory, flash memory, ROM memory, EPROM
memory, EEPROM memory, registers, hard disk, a remov-
able disk, a CD-ROM, or any other form of storage medium
known in the art. An exemplary storage medium is coupled to
the processor such that the processor can read information
from, and write information to, the storage medium. In the
alternative, the storage medium may be integral to the pro-
Cessor.

In one or more exemplary designs, the functions described
may be implemented in hardware, software, firmware, or any
combination thereof. If implemented in software, the func-
tions may be stored on or transmitted over as one or more
instructions or code on a computer-readable medium. Non-
transitory computer-readable media includes computer stor-
age media and temporary memory media. A storage medium
or memory medium may be any available medium that can be
accessed by a general purpose or special purpose computer
via an electronic, optical, magnetic, or other media reader. By
way of example, and not limitation, such computer-readable
media may comprise RAM, ROM, EEPROM, CD-ROM,
BluRay or other optical disk storage, magnetic disk storage or
other magnetic storage devices, or any other medium that can
be used to hold or store desired program code means in the
form of instructions or data structures and that can be
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accessed by a general-purpose or special-purpose computer,
or a general-purpose or special-purpose processor.

The following numbered examples illuminate certain
aspects of the present technology. The scope of the present
technology may extend beyond these examples in both details
and generalities, as disclosed by the foregoing description.

The invention claimed is:

1. A method, comprising:

altering selected facial recognition metrics in a digitally-
encoded image of a person, by a computer operating an
alteration algorithm that identifies an alteration of the
selected facial recognition metrics based on a value of

A= > 3
liwo M

0

calculated to substantially reduce risk of automatic recogni-
tion of the person while preserving an overall aesthetic qual-
ity of the image, wherein i is a measure of metric alteration
of each of a number M of the selected facial recognition
metrics; and

storing, in a computer memory, an altered digitally-en-

coded image prepared by the altering of the selected
facial recognition metrics in the digitally-encoded
image.

2. The method of claim 1, further comprising controlling at
least one parameter of the alteration algorithm so as to reduce
risk of automatic recognition of the person to below a defined
minimum confidence level.

3. The method of claim 2, further comprising modifying at
least one parameter of the alteration algorithm in response to
user input specifying the desired minimum confidence level.

4. The method of claim 2, further comprising identifying a
recognition parameter set based on an automatic recognition
algorithm, wherein the recognition parameter set is defined
by a set of parameter range values outside of which the
recognition algorithm cannot recognize the identity above the
defined minimum confidence level.

5. The method of claim 4, further comprising defining
parameter values for the alteration algorithm used in the
altering of the image within the recognition parameter set.

6. The method of claim 4, further comprising controlling at
least one parameter of the alteration algorithm so as to pre-
serve an overall aesthetic quality of the image as determined
by an aesthetic quality measuring algorithm to above a
defined minimum preservation level.

7. The method of claim 6, further comprising identifying an
aesthetic preservation parameter set based on an aesthetic
quality measuring algorithm, wherein the aesthetic preserva-
tion parameter set is defined by a set of parameter range
values outside of which the aesthetic quality measuring algo-
rithm determines that the aesthetic quality of the image has
changed in an amount that exceeds the defined minimum
preservation level.

8. The method of claim 7, further comprising determining
a third set of parameter values by a set difference of the
aesthetic preservation parameter set and the recognition
parameter set, wherein the set difference is defined as param-
eter values that are members of the aesthetic preservation
parameter set and are not members of the recognition param-
eter set.

9. The method of claim 1, further comprising:

publishing the altered digitally-encoded image in an elec-

tronic medium;
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receiving user feedback data, by a computer server via a
communications network, regarding at least one of
whether (a) the overall aesthetic quality of the image is
preserved or (b) risk of automatic recognition of the
person is sufficiently reduced.

10. The method of claim 9, further comprising modifying
at least one parameter of the alteration algorithm in response
to the user feedback data.

11. The method of claim 10, further comprising altering at
least one of the selected facial recognition metrics in the
digitally-encoded image, based on a modified parameter of
the alteration algorithm from the modifying at least one
parameter of the alteration algorithm.

12. The method of claim 1, further comprising selecting the
number M of metrics so as to lower each applied di to below
a human-perceptible threshold.

13. An apparatus comprising a processor and a memory
coupled to the processor; wherein the memory holds program
instructions, that when executed by the processor, causes the
apparatus to perform:

altering selected facial recognition metrics in a digitally-
encoded image of'a person, using an alteration algorithm
that identifies an alteration of the selected facial recog-
nition metrics based on a value of

calculated to substantially reduce risk of automatic recogni-
tion of the person while preserving an overall aesthetic qual-
ity of the image, wherein di is a measure of metric alteration
of each of a number M of the selected facial recognition
metrics; and

storing an altered digitally-encoded image prepared by the

altering of the selected facial recognition metrics in the
digitally-encoded image.

14. The apparatus of claim 13, wherein the memory holds
further instructions for controlling at least one parameter of
the alteration algorithm so as to reduce risk of automatic
recognition of the person to below a defined minimum con-
fidence level.

15. The apparatus of claim 14, wherein the memory holds
further instructions for modifying at least one parameter of
the alteration algorithm in response to user input specitying
the desired minimum confidence level.

16. The apparatus of claim 14, wherein the memory holds
further instructions for identifying a recognition parameter
set based on an automatic recognition algorithm, wherein the
recognition parameter set is defined by a set of parameter
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range values outside of which the recognition algorithm can-
not recognize the identity above the defined minimum confi-
dence level.

17. The apparatus of claim 16, wherein the memory holds
further instructions for defining parameter values for the
alteration algorithm used in the altering of the image within
the recognition parameter set.

18. The apparatus of claim 16, wherein the memory holds
further instructions for controlling at least one parameter of
the alteration algorithm so as to preserve an overall aesthetic
quality of the image as determined by an aesthetic quality
measuring algorithm to above a defined minimum preserva-
tion level.

19. The apparatus of claim 18, wherein the memory holds
further instructions for identifying an aesthetic preservation
parameter set based on an aesthetic quality measuring algo-
rithm, wherein the aesthetic preservation parameter set is
defined by a set of parameter range values outside of which
the aesthetic quality measuring algorithm determines that the
aesthetic quality of the image has changed in an amount that
exceeds the defined minimum preservation level.

20. The apparatus of claim 19, wherein the memory holds
further instructions for determining a third set of parameter
values by a set difference of the aesthetic preservation param-
eter set and the recognition parameter set, wherein the set
difference is defined as parameter values that are members of
the aesthetic preservation parameter set and are not members
of the recognition parameter set.

21. The apparatus of claim 13, wherein the memory holds
further instructions for:

publishing the altered digitally-encoded image in an elec-

tronic medium;

receiving user feedback data, by a computer server via a

communications network, regarding at least one of
whether (a) the overall aesthetic quality of the image is
preserved or (b) risk of automatic recognition of the
person is sufficiently reduced.

22. The apparatus of claim 21, wherein the memory holds
further instructions for modifying at least one parameter of
the alteration algorithm in response to the user feedback data.

23. The apparatus of claim 22, wherein the memory holds
further instructions for altering at least one of the selected
facial recognition metrics in the digitally-encoded image,
based on a modified parameter of the alteration algorithm
from the modifying at least one parameter of the alteration
algorithm.

24. The apparatus of claim 13, wherein the memory holds
further instructions for selecting the number M of metrics so
as to lower each applied 0i to below a human-perceptible
threshold.



